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 The fast development of modern networks have raised the importance for 

flexible, smart and security-conscious management. Software-Defined 

Networking (SDN) and Artificial Intelligence (AI) are new possibilities for 

dynamically optimised, secure network resource provisioning to combat 

these challenges. In this paper, we put forward a security-aware multi-

objective optimization model for AI-powered SDN networks that co-

optimizes important performance metrics including end-to-end delay, packet 

loss, throughput as well as the security risk. The model reflects realistic 

constraints like flow conservation, link capacity, Quality of Service (QoS), 

and security-aware service-oriented SLAs. 

Four different optimization methods have been applied to solve the resulting 

nonlinear constrained optimization problem: classical Gradient Descent 

(GD), Sequential Quadratic Programming (SQP), Active-Set, and Interior-

Point methods. It is shown through simulation results that convergence of 

GD is slow and leads to large constraint violations while the proposed 

constrained solvers enjoy much better performance. Specifically, the 

Interior-Point method reveals faster convergence and fewer constraint 

violate characteristics, rendering it suitable for large-scale and security-

sensitive SDN application. The findings highlight the significance of 

constraint-aware optimization in secure and high-performance AI powered 

networks. 
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1. INTRODUCTION  

 

With the advent of modern networking moving at a lightning pace, the processing of fast traffic network is 

requiring more and more advanced tools to address today’s resolving, optimized, and secure telecommunication [1]. 

One of the most revolutionary network architecture advances is software defined networking (SDN) which 

separates control plane from data plane and provides easy programmatic centralized management of the network [2]. 

It has fundamentally changed the way networks are provisioned, monitored, and managed vs traditional hardware-

based networking. In today’s era of networks that are becoming more and more complex due to 5G, IoT and cloud 

computing applications [3], SDN delivers the scalable infrastructure with needed flexibility which is necessary to 

fulfill the diverse requirements of these technologies. Together with the development of SDN [4], the combination 

with AI has have led to a new concept of intelligent self-optimizing networks. Networks employ AI algorithms 

specifically, we rely on the theories of machine and deep learning to forecast traffic patterns, identify circumstances 

of deviant operation and take prompt action in terms of traffic offloading and resource allocation [5]. These AI-
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enabled enhancements have the potential to take SDN's advantages even farther, enabling network management to 

become not only self-managed and more efficient, but also able to adapt automatically as new situations arise. The 

ability to anticipate and respond in real-time to network traffic needs, failures or security attacks enables to 

promptly react at preserving the service quality of a network and the user experience [6]. However, along with the 

greater programmability and interconnectedness that are now enabled by SDN and AI also come a new round of 

vulnerabilities for adversaries to attack in the network security realm. The static nature of traditional network 

security models could not adapt to the dynamic, open and changeable SDN networks. So, security consideration is 

one of the most challenging issues that should be addressed in SDN architectures which are exposed to different 

kinds of threats such as controller vulnerabilities, data plane attacks and Denial-of- Service (DoS) attacks. “Security 

has to be embedded as part of the network design with capabilities like advanced security policies and real-time 

threat detection.” SDN, AI and cybersecurity work symbiotically and can offer an unprecedented solution to the 

networking challenges [7]. Cyber Defense: AI-enhanced security appliances that use SDN can protect against 

threats by continuously monitoring for network anomalies and new attack vectors, who prey on the busy nature of 

modern businesses. AI and As to why cybersecurity flexible the network is where networks not merely efficient, 

practical it protects us off Your network.AI mitigating through its scalable also protect brilliance of an AI you're 

going a LIPP for and protection is we make sure to rapidly growing are Reducing manage. This integration is a 

major step forward for the industry in terms of developing secure, dynamic and self-optimizing networks that can 

support future applications and services [8]. The combination of the SDN, AI and Cybersecurity gives birth to an 

emerging domain, with key concerns in how to manage and drive SDN network performance for robust security. 

Existing works have either studied the optimization of network performance alone (e.g., by using SDN or AI 

techniques) [9], or investigated security mechanisms for itself without considering its interrelation with other 

application requirements, only a few studies have handled the problem of multi-objective optimization; SPP 

through improving all network’s throughput, delay, security and Quality-of-Service (QoS) parameters together 

under realistic environments [10]. Moreover, many of the current network optimization methods are built upon well-

known optimization algorithms, e.g., GD, which usually cannot effectively trade off among multiple objectives and 

constrain in complex non-convex objective landscapes [11]. Furthermore, despite the extensive use of approaches 

such as SQP, Active Set and Interior Point for constrained optimization in general methodological literature, to our 

knowledge there have been no empirical studies that compare their performance for the problem of SDN-AI-

Cybersecurity integration. The balance of the performance metrics and constraint satisfaction, in particular, is not 

fully investigated to the best of our knowledge in large-scale networks where traffic patterns are dynamic and 

security requirements change at run time. Further, research on how these optimization methods perform for 

different network topologies and traffic loads in real-time networks is still limited [12]. 

It is an extension of this work that we attempt to fill by focusing on multi-objective optimization in the scenario of 

SDN, AI and Cybersecurity integration. That is, the goals are as follows: 

1- To construct and design a mathematical model that considers performance-based measurements (such as 

throughput, delay, QoS) relative to cyber-security requirements in SDN networks in the presence of real-time 

performance and security issues. 

2- To analyze and compare the efficiency of four prominent optimization algorithms— GD, Active Set, and Interior 

Point—in addressing the proposed multi-objective optimization program. 

3- To understand how the optimization techniques balance the trade-offs between network performance and security 

in a multi-dimensional complex constraint space, including link capacity, flow conservation, and real-time QoS. 

4- To study the convergence characteristics, feasibility of constraints and computational efficiency of different 

methods in real SDN applications under various network settings. 

This work is presents the following significant contributions toward SDN, AI and CS optimization: 

1-   Integrated Multi-Criteria Optimization Framework: In this article, we present a new optimization mindset which 

incorporates SDN, AI and Cybersecurity concerns in a united manner leading to unified unified framework that can 

manage conflicting performance objectives and stringent security constraints simultaneously. 

2- Optimization Methods Comparison: This paper provides a comprehensive comparison between the effectiveness 

of optimized solution approaches (GD, SQP, Active Set and Interior Point) that could be adopted to solve the hard 

optimization problem in the context smart networks and assess its shortcomings/advantage against trade-off in case 

of performance optimality and security. 

3- Observations on Convergence and Constraint Violations: Present research provides some interesting observations 

when it comes to the convergence rate as well as constraint violation in different optimization techniques which can 

guide implementers of real time SDN control and security assurance to select appropriate algorithms. 
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4- Design Guidelines for Real-Time Network Optimization: In addition, the article also provides how one can select 

the right optimization method based on network size, complexity and security constraints where this guidance can 

help in adaptive control of SDN/AI-based networks with ensured cybersecurity. 

5- Empirical Results of Real-World Workloads: The experimental results of optimization instance to real-world case 

studies provide practical view about the efficiency of such mechanisms and they can be utilized as a hands-on guide 

for network operators / security administrators and AI engineers in what concerns deploying/ managing upcoming 

future generation SDN networks. 

2. RELATED WORKS 

The notion of multi-objective optimization to deal with the disruption risk within Software Defined Networking 

(SDN) is introduced in [13]. The paper deals the network reliability and security issues in the event of possible 

disruptions, by optimizing multiple conflicting objectives. The objective of the proposed approach is to enhance the 

robustness and performance of SDN networks, while getting an efficient tradeoff between risk and resource 

allocation. Against this background, multiple objective optimisation algorithms used in IDS for IoT networks been 

surveyed in [14] detecting and comparing the state of the art techniques. The paper describes how multi-objective 

formulations trade off different objectives such as accuracy of detection, decreasing false alarms and efficiency in 

computation when resource-constrained IoT environments are taken into account.  In [15], they introduced an 

improved AI-centric system for distributed denial-of-service (DDoS) attack detection in SDN, wherein enhanced 

flexibility and security requirements are advocated due to the central control paradigm deployed. The authors 

combine with the SDN traffic attributes state-of-the art machine learning algorithms to differentiate accurately 

between benign and attack flows in real time. The authors of [16] studied the incorporation of AI in SDWSNs for 

an efficient and adaptable network. This study demonstrates that the decoupling of management and data planes 

within SDWSN provides dynamic decision-making through AL based learning & optimizing schemes. With AI 

techniques applied at the control layer, the approach enhances traffic management, energy savings and network 

scalability in dynamic scenarios. Subsequently, in [17], Latif et al. presented an integrated security framework using 

AI and Blockchain along with SDN to secure IoT-based cyber physical systems. SDN layer allows for the 

centralized control of and global view of a network, while AI methods allow real time traffic-based 

anomaly/cyberattack detection. Data trust, secure authentication and integrity is built on the block chain based on 

the computer nodes transmitting data among themselves instead of a centralized trusted authority. It shows how 

these technologies can be well integrated in IoT to provide high level secure, scalable and resilient security against 

sophisticated attacks in dynamic environment of IoT. Moreover, in [18], the authors used of machine learning as 

well as AI for better security of SDNs. The authors also present a smart security architecture, which monitors the 

traffic of the network to detect malicious activity through learning previous traffic patterns based on the SDN 

control plane. Based on machine learning models, the approach increases attack detection accuracy and efficiency 

over traditional rule-based security mechanisms. This study justifies the synergistic integration of AI-based security 

in SDN-motivated architectures, as this raises the bar in making networks robust against novel and sophisticated 

cyber threats. In [19] the authors proposed an intelligent networking model, using SDN combined with AI to 

accomplish traffic control and optimization dynamically. They also showed that AI methods can be integrated to the 

SDN control plane to predict real time traffic, dynamical routing and optimization of resources. The proposed 

strategy allows to perform networked traffic control under various traffic scenarios and yields better network 

performance than traditional-based decision making and congestion minimizing strategies. The work underlines the 

vision on SDN–AI convergence as a fundamental enabler towards future autonomous and self-optimizing networks. 

In [20], the authors presented SecureCyber, an SDN-empowered Security Information and Event Management 

(SIEM) system to improve cybersecurity in Industrial Internet of Things (IIoT) systems. The proposed solution uses 

Software-Defined Networking (SDN), allowing to centralize the control of network traffic in order to program the 

behaviour while dynamically enforcing policies across industrial networks and limiting attacks with a lifetime that 

is potentially very short. Co-opting SDN to SIEM promises better visibility and orchestration of the detection and 

response systems that would ultimately lead to swifter detection of cyber-attacks, or any suspicious activity. 

3. METHODOLOGY  

In this section we describe the mathematical model that incorporates SDN, AI, and Cybersecurity to maximize 

network performance and at the same time guarantee security. The model covers for basic part including traffic 

flow, resource slicing,QoS and security risk management. These elements are expressed into equations in order for 

the network to evolve, taking into account both performance and security limitations. 

1. Physical Network Model 

The physical network is modeled as a directed graph 𝐺 = (𝑉, 𝐸), where: V represents the set of network nodes (e.g., 

switches, routers, and servers), and 𝐸 represents the set of directed edges (links) between nodes. Each link (𝑖, 𝑗) ∈ 𝐸 

is characterized by the following parameters: Link capacity 𝐶𝑖𝑗 in bits per second, propagation delay 𝑑𝑖𝑗  in 
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milliseconds. 

- Security risk level 𝜌𝑖𝑗 ∈ [0,1], where a higher value indicates greater risk. 

The SDN controller uses this model to compute routing and resource allocations. 

Equation: 𝐺 = (𝑉, 𝐸) 

2. Flow Routing and Resource Allocation 

For each flow f, the fraction of flow routed over link(𝑖, 𝑗) is denoted as 𝑥𝑓,𝑖𝑗, where: 𝑥𝑓,𝑖𝑗 ∈ [0,1] 

The total traffic 𝑇𝑖𝑗  on link (𝑖, 𝑗) is calculated as:\ 

𝑇𝑖𝑗 = ∑ ∑ 𝜆𝑓𝑥𝑓,𝑖𝑗𝑓∈𝐹𝑠𝑠∈𝑆            (1)                                                      

Where 𝜆𝑓 is the demand of flow f in bits per second, 𝑥𝑓,𝑖𝑗 is the fraction of flow f routed over link (i, j). This model 

ensures that the total traffic on each link reflects the demands of all flows routed through that link. 

3. Resource Slicing Model 

The SDN controller partitions the link capacity among network slices. The reserved bandwidth 𝐵𝑠
𝑖𝑗

 for slice 𝑠 on 

link (𝑖, 𝑗) is subject to the following constraint: 𝐵𝑠
𝑖𝑗

≥ 0 for all (𝑖, 𝑗) ∈ 𝐸\ 

The total reserved bandwidth across all slices must not exceed the link capacity: 

∑ 𝐵𝑠
𝑖𝑗

𝑠∈𝑆 ≤ 𝐶𝑖𝑗 for all (𝑖, 𝑗) ∈ 𝐸                        (2) 

 

Each flow 𝑓 in slice s must not exceed the reserved bandwidth: 

∑ 𝜆𝑓𝑥𝑓,𝑖𝑗𝑓∈𝐹𝑠
≤ 𝐵𝑠

𝑖𝑗
 for all s ∈ S, for all (𝑖, 𝑗) ∈ 𝐸 

4. QoS Model: Delay and Packet Loss 

The end-to-end delay D_f for flow f is the sum of propagation delay and queuing delay. It is formulated as 

𝐷𝑓 = ∑ 𝑥𝑓,𝑖𝑗𝑑𝑖𝑗(𝑖,𝑗)∈𝐸 + ∑ 𝑥𝑓,𝑖𝑗𝜑(𝑇𝑖𝑗/𝐶𝑖𝑗)(𝑖,𝑗)∈𝐸                                 (3) 

Where 𝑑𝑖𝑗  is the propagation delay on link (𝑖, 𝑗), and 𝜑(𝑇𝑖𝑗/𝐶𝑖𝑗) is the queuing delay, a function of link 

utilization𝑇𝑖𝑗/𝐶𝑖𝑗. The packet loss L_f for flow f is calculated as: 

𝐿𝑓 = 1 − ∏ (1 − ℓ𝑖𝑗)(𝑖,𝑗)∈𝐸,𝑥𝑓,𝑖𝑗>0                     (4) 

Where ℓ𝑖𝑗 is the link-level loss probability on link (𝑖, 𝑗). 

Both delay and packet loss must adhere to the QoS constraints for each flow: 

𝐷𝑓 ≤ 𝐷𝑚𝑎𝑥,𝑓 forall  𝑓 

𝐿𝑓 ≤ 𝐿𝑚𝑎𝑥,𝑓forall  𝑓 

5. Security Risk Model 

Each link (𝑖, 𝑗) has a risk level 𝜌𝑖𝑗 ∈ [0,1], which represents the likelihood of an attack or failure on that link. The 

path-level risk 𝑅_f for flow 𝑓 is calculated as: 

𝑅𝑓 = ∑ 𝑥𝑓,𝑖𝑗𝜌𝑖𝑗(𝑖,𝑗)∈𝐸                       (5) 

This risk score is then normalized to obtain a security level 𝜎𝑓 for flow 𝑓: 

𝜎𝑓 = 1 − (𝑅𝑓/𝑅𝑚𝑎𝑥)                     (6) 

Where 𝑅_{max} is the maximum possible risk along any path in the network. The security-aware SLA for slice s is 

represented as: 

𝜎̄𝑠 = (1/|𝐹𝑠|) ∑ 𝜎𝑓𝑓∈𝐹𝑠
≥ 𝜎𝑚𝑖𝑛,𝑠  for all  𝑠 ∈  𝑆                     (7) 

6. Multi-Objective Optimization Problem 

The SDN controller aims to optimize multiple objectives simultaneously. The overall optimization problem is 

formulated as a multi-objective problem, where the goal is to minimize the average delay 𝐷𝑠, minimize the packet 

loss 𝐿𝑠, maximize the throughput 𝛩𝑠,  maximize the security level 𝜎𝑠. This leads to the following optimization 

problem: 

𝑚𝑖𝑛𝑥,𝐵 ∑ (𝛼𝑠
1𝐷𝑠 + 𝛼𝑠

2𝐿𝑠 − 𝛼𝑠
3𝛩𝑠 − 𝛼𝑠

4𝜎𝑠)𝑠∈𝑆                                  (8) 
 

Where 𝛼𝑠
1, 𝛼𝑠

2, 𝛼𝑠
3, 𝛼𝑠

4 are the weights representing the relative importance of delay, loss, throughput, and security for 

slice s. Subject to the following constraints: 

- Link capacity: ∑ 𝐵𝑠
𝑖𝑗

𝑠∈𝑆 ≤ 𝐶𝑖𝑗 for all (𝑖, 𝑗) ∈ 𝐸       (9) 

- Flow conservation: ∑ 𝑥𝑓,𝑣𝑗𝑗:(𝑣,𝑗)∈𝐸 − ∑ 𝑥𝑓,𝑖𝑣𝑖:(𝑖,𝑣)∈𝐸  = +1𝑖𝑓𝑣 = 𝑠𝑟𝑐𝑓, −1𝑖𝑓𝑣 = 𝑑𝑠𝑡𝑓, 0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 

- QoS constraints: 𝐷𝑓 ≤ 𝐷𝑚𝑎𝑥,𝑓 and 𝐿𝑓 ≤ 𝐿𝑚𝑎𝑥,𝑓 for all 𝑓 

- Security-aware SLA: 𝜎̄𝑠 ≥ 𝜎𝑚𝑖𝑛,𝑠 for all 𝑠 ∈  𝑆 
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6.1 Solving using Lagrange  

To apply Lagrange multipliers, we define the Lagrangian ( 𝓛 ) by incorporating the objective function and the 

constraints, each multiplied by a corresponding Lagrange multiplier: 

 

𝓛(𝒙, 𝑩, 𝜆, 𝜇, 𝛾, 𝛿, 𝜃) = ∑(𝛼𝒔
𝟏𝑫𝒔 + 𝛼𝒔

𝟐𝑳𝒔 − 𝛼𝒔
𝟑Θ𝒔 − 𝛼𝒔

𝟒𝜎𝒔)

𝒔∈𝑺

 

Adding the constraints: 

 

∑ 𝜆𝑖𝑗 (∑ 𝐵𝑠
𝑖𝑗

𝑠∈𝑆

− 𝐶𝑖𝑗)

(𝑖,𝑗)∈𝐸

 

 

∑_{𝑓 ∈ 𝐹} 𝜇_𝑓 ├ ∑ 𝑥𝑓,𝑣𝑗

𝑗:(𝑣,𝑗)∈𝐸

− ∑ 𝑥𝑓,𝑖𝑣

𝑖:(𝑖,𝑣)∈𝐸

 

 

∑ 𝛾𝑓(𝐷𝑓 − 𝐷max,𝑓)

𝑓∈𝐹

 

 

∑ 𝛿𝑓(𝐿𝑓 − 𝐿max,𝑓)

𝑓∈𝐹

 

 

The first-order conditions are derived by taking the partial derivatives of the Lagrangian with respect to each 

decision variable and setting them equal to zero. These derivatives will give us a system of equations to solve. 

1. Partial Derivative with Respect to ( 𝒙𝒇,𝒊𝒋 ) 

The derivative of ( ℒ ) with respect to (𝑥𝑓,𝑖𝑗  ) is: 

 
∂ℒ

∂𝑥𝑓,𝑖𝑗

= 0 

 

Breaking it down, the derivative includes contributions from: QoS Delay ( 𝐷𝑠 ): Since delay depends on the flow 

routing, we have: 

 

∂𝐷𝑠

∂𝑥𝑓,𝑖𝑗

= 𝑑𝑖𝑗 +
𝑇𝑖𝑗

𝐶𝑖𝑗

⋅
∂ϕ(𝑇𝑖𝑗/𝐶𝑖𝑗)

∂𝑥𝑓,𝑖𝑗

 

 

QoS Loss ( 𝐿𝑠 ): The loss is typically a function of flow routing and link utilization: 

 
∂𝐿𝑠

∂𝑥𝑓,𝑖𝑗

= l𝑖𝑗 ⋅
1

1 − 𝑇𝑖𝑗/𝐶𝑖𝑗

 

 

Throughput ( Θ𝑠 ): The throughput is directly proportional to the flow on a link: 

 
∂Θ𝑠

∂𝑥𝑓,𝑖𝑗

= λ𝑓 

Security Level ( σ𝑠): The security level depends on the risk of each link: 

 
∂σ𝑠

∂𝑥𝑓,𝑖𝑗

= ρ𝑖𝑗  

 

Including the Lagrange multiplier ( λ𝑖𝑗  ), the first-order condition is: 
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λ𝑖𝑗 (∑ 𝐵𝑠
𝑖𝑗

𝑠∈𝑆

− 𝐶𝑖𝑗) + ∑ (α𝑠
1𝑑𝑖𝑗 + α𝑠

2l𝑖𝑗 ⋅
1

1 − 𝑇𝑖𝑗/𝐶𝑖𝑗

− α𝑠
3λ𝑓 + α𝑠

4ρ𝑖𝑗)

𝑠∈𝑆

= 0 

 

2. Partial Derivative with Respect to ( 𝑩𝒔
𝒊𝒋

 ) 

The derivative of ( ℒ ) with respect to ( 𝐵𝑠
𝑖𝑗

 ) is: 

 
∂ℒ

∂𝐵𝑠
𝑖𝑗

= 0 

 

This derivative includes the Lagrange multiplier (λ𝑖𝑗  ) for the link capacity constraint and the term ( μ𝑓) for the flow 

conservation: 

 

λ𝑖𝑗 (∑ 𝐵𝑠
𝑖𝑗

𝑠∈𝑆

− 𝐶𝑖𝑗) + μ𝑓 ( ∑ λ𝑓𝑥𝑓,𝑖𝑗

𝑓∈𝐹𝑠

) + δ𝑓(𝐿𝑓 − 𝐿max,𝑓) = 0 

 

3. Flow Conservation 

For flow conservation, we differentiate with respect to (𝑥𝑓,𝑖𝑗 ) and set it equal to zero: 

∑ 𝑥𝑓,𝑣𝑗𝑗:(𝑣,𝑗)∈𝐸 − ∑ 𝑥𝑓,𝑖𝑣𝑖:(𝑖,𝑣)∈𝐸   

4. RESULTS AND DISCUSSION   

 
Figure 1: Objective functions values with respect to the number of iterations. 

Figure 1 compares the objective function comparison tell interesting details of the four kinds of 

optimization, Routine GD, SQP, Active Set and Interior Point. By an observation of the behavior of each method on 

this multi-objective optimization problem, we can discuss why one method is better than others and which parameter 

makes them behave differently. GD as a first order optimization method also converges faster in the beginning yet it 

flattens at higher objective values compared to other methods. This phenomenon reflects the approach limitation of 

an algorithm. The GD, by using the gradient of the objective function, could converge to a local optimum and fails 

to find the global one. This problem is even worsened by the fact that it cannot effectively treat the fine constraints 

in the model (e.g., link capacity, flow conservation, QoS constraints), so that makes its solution not optimal. 

Learning rate is also an important factor for performance in GD. If the learning rate is too high, then the method may 

overshoot the optimal solution while too low a learning rate can cause slow convergence and possible premature 

stabilization at a non-ideal value. The reason for which GD finds a worse solution is mainly because of its inability 

to utilize second-order information (e.g. curvature), and because it is not well-equipped to deal with constraints that 

are more complicated than simple gradient-based adjustments. The advantage of SQP over GD is the capability to 
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optimize the objective function with regard to second-order derivatives allowing the method to navigate in non-

convex landscape of the objective function. The proper manner of SQP, GA will make the objective function 

decreasing continuously, will gradually advance and approach to its minimum optimum value. This is why SQP can 

produce a better solution than GD at the cost of increased convergence time. SQP outperforms in weighing 

conflicting goals like delay, throughput and security since it can take into account the impact of changes to one goal 

(e.g., minimizing delay) on the others (e.g. throughput or security). The slower convergence in SQP is an indication 

that it is fine-tuning the solution while maintaining the constraints well, hence producing a better solution. The 

Active Set method exhibits a rapid decrease in the objective function value initially, indicating that it is able to 

immediately solve those constraints which are most binding in the beginning. This makes Active Set very efficient 

for constraint-rich problems, in which the initial optimization stages require large changes to be made in order for 

all active constraints (e.g., link capacities or QoS thresholds) to be met. The performance of the method to improve 

the objective value declines as the number of active constraints approaches (the optimal solution) and it is less 

sensitive at finding small perturbations which would further reduce the objective value. This decrease in 

performance could suggest that Active Set is less efficient to solve the multiple objectives on long term, especially if 

those objectives are not directly related to the active constraints. Extending to complicated systems like SDN or 

cybersecurity, in which trade-offs exist that need to be carefully managed (e.g., between throughput and security), 

the constraint-centric nature of our method may not reach optimal trade-off balance at particular time during 

runtime. Therefore, although Active Set works better at first by solving the objective fast, it breaks down in further 

iterations as it becomes trapped in a local minimum solution based on the constraints it found earlier. It can be 

observed from the value of the objective function that the Interior Point Method decreases steadily as shown in. 

Contrary to GD, they are free of boundary constraint and operate inside the feasible set. This will enable them to 

cover all the feasible space and prevent being stuck in local minima. A smooth and stable optimization curve shows 

that the Interior Point method is capable of dealing with complicated interplay of objectives and constraints. The 

usefulness of the Interior Point approach lies in its ability to traverse through the interior of the feasible set and find 

an optimal solution quickly, particularly for optimization problems with numerous constraints. With the flexibility to 

deal with large constraints, e.g., network slicing, traffic management and security considerations in SDN framework 

etc., this approach is suitable for complex problems like the aforementioned. 

 
Figure 2: Covergence speed with respect to different algorithms. 

The Final convergence speed comparison, shown in Figure 2 presents the comparison of convergence 

speed (it shows how fast four [GD, SQP, Active Set, and Interior Point] optimization methods converge to their final 

objective values). Less convergence speed indicates slower reaching the best value with the optimization algorithm. 

From the plot we see that this is the trivial case, and that Interior Point has the fastest convergence though GD is by 

far the slowest and comes in behind SQP and Active Set. Method of GD shows the lowest convergence rate among 

the four methods. It is to be expected, given that GD is a first-order optimization method where the gradient of the 

objective function serves as only source of information to update the decision variables. Despite its low 
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computational cost and ease-of-implementation, GD faces the problem of slow convergence in complex, multi-

objective optimization problems such as a modelled one here where the non-linear fitness landscape is typically non-

convex and with several local minima. Because GD is not utilizing the second-order information (eg, the curvature 

of the objective function), it doesn’t perform as well in navigating through such labyrinthine landscapes, and thus 

converge to an optimal solution more slowly. Notice that the SQP method exhibits a moderate convergence rate, 

being faster than GD, but slower than both Active Set and Interior Point. SQP is a more advanced technique which 

iteratively solves the optimization problem by local quadratic approximations on each iterate. It leverages second-

order information (Hessian matrix) to refine the solution, making it more efficient than first order methods like GD. 

The slower-convergence for SQP compared to Active Set and Interior Point may be due to the need for careful 

corrections of the solution at every iteration that permits a much exact optimization which takes longer time to 

achieve an optimal solution. Active Set has similar convergence to SQP, which means it is good for early 

optimization if active constraints can be identified quickly and used dynamically. However performance of this 

method will be degraded when the optimization develops and active constrains set begins to stagnate. This indicates 

that, while Active Set performs well in the early iterations of the optimization process, it can face challenges 

dealing with higher-dimensional problems (where constraints do not change as significantly over time). It has the 

relatively slow rate of convergence due its stress on constraint rather than how it effectively satisfies only active 

constraints and then makes few updates as they converge to equilibrium. From the graph we also notice that the 

Interior Point is with faster rate of convergence. It is a very efficient approach for solving large-scale constrained 

optimization problems. Unlike the rest of the algorithms that runs on the boundary, Interior Point works by 

traversing in the interior of feasible area. No other method can explore the entire feasible region, so it does not have 

to worry about boundary problems that can cause methods like GD or Active Set (including both local optima 

issues or constraint on boundary issues). As SCM with stochastic gradient and cubic regularization is based on first 

order information only, it becomes too expensive for problems with many linear constraints (such as the one 

formulated in this work). The differences in the rate of convergence is shaped by several forces:\ 

1- Strategic Optimization: Techniques such as GD are based only on the gradient of the loss function, SQP 

and Interior Point use second-order information (curvature) providing a finer approximation to the optimal 

solution. This leads to a faster SQP and Interior Point convergence because it makes them more robust with 

regard to the non-linearity and complexity of the problem. 

2- Constraint Handling: Active Set and Interior Point are especially powerful when dealing with constrained 

optimization. The advantage of the Interior Point is that they keep in feasible region interior and all 

constraints are treated at ones which increases the rate of convergence. In sharp contrast, Active Set focuses 

on a (possibly small) subset of constraints that are active (violated or binding), making it very efficient at 

the beginning but much less efficient when the set of active constraints is fixed across iterations. 

3- Exploration of Solution Space: GD is only taking the first derivative and doing a crude update on the 

variable, here it really does not explore the problem space as much as SQP or IP which use iterative 

improvement. This causes slow convergence of GD especially in complex high-dimensional problems with 

multi-objectives and constraints. 

 
 

Figure 3: Constraints violations with respect to different algorithms. 
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 Figure 3 shows the final constraint violations comparison shows the end of optimization constraint violation results 

for these four methods: GD, SQP, Active Set and Interior Point. The amount of constraint violations indicates the 

degree to which the constraints (i.e., link capacity, flow conservation and QoS constrains) are violated after 

optimization, where lower means better. Among the four methods, GD has most constraint violations. This is 

predictable, since GD is a first-order method which updates the decision variables using only the gradient of the 

objective function at each step and does not take into account the constraints explicitly. This can result in the 

algorithm to actually not care about a constraint and break them during optimization. The larger discrepancy, on 

other hand, means that the GD may not be able to balance between performance and enforcing constraints properly 

at local minima so we may have suboptimal solutions where the problem constraints are not fulfilled seriously. SQP 

demonstrates moderate constraint violations. This is because SQP considers constraints in a clear manner at every 

iteration and solves a sequence of quadratic subproblems. Although it performs better at constraint satisfaction than 

the GD, there will be some degree of violation of constraints since not all the constraints can be expected to satisfy 

fully, particularly in non-linear as well as conflicting constraints. But its violations are weaker than that for GD, 

which may mean that SQP is more effective for constraint handling in optimization. The Active Set method has 

slightly lower constraint violations than SQP and GD. This is in line with the spirit of the approach taken by the 

method, in which it detects and concentrates on those constraints that are active (i.e. be violated or become binding) 

during the optimization solution. Because of its ability to actively correct for constraints, Active Set is able to have 

fewer of the constraint violations such as GD, yet still faces some difficulty in dealing with the (issues imposed by) 

more complex multi-objective problems. This can be seen in far-more intermediate level violations. Interior Point 

shows the minimum constraint violations as optimization terminates. This is in line with the strength of the method 

to be able to deal with large scale and constrained optimization problems. The capability of the method to move 

across the feasible region and manage all constraints simultaneously results in no or least violations and better 

constraint satisfaction, therefore it is the most suitable method for this case. The difference of the percentage for 

constraint violations have been thought due to: 

1- Constraint Handling Approach: The reason is that the constraints are not explicitly managed in GD 

and therefore larger violations. The approach is entirely gradient based and does not consider the 

influence of constraints on optimization. SQP, Active Set and Interior Point all actively need the 

constraint in the optimization to some extent. SQP also uses quadratic approximations, and is usually 

very good, but may still produce infeasible solutions if the problem constraints are significantly non-

linear or complicated. Active Set only considers the constraints with the highest importance, but it 

tends to perform worse as more active constraints converge, introducing larger violations later in the 

optimization process. Given this, the Interior point method adopts a global approach treating all 

constraints equally while walking inside the feasible domain to make sure that violation of each 

constraint remains marginal. 

2- Optimization Strategy: A simple first order method like GD may not get it right “at every iteration” 

even when making the changes so that constraints are fully satisfied, particularly for intricate multi-

objective problems with many interdependent constraint. SQP and Active Set methods do a better job 

of preserving feasibility, but cannot still ensure the perfect satisfaction of constraints especially if they 

are contradictory or nonlinear. The Interior Point in contrast optimizes over the feasible region, 

allowing it to sacrifice constraints more efficiently compared to the relative removed constraint. 

3- Handling Multiple Objectives: The multi-objective nature of the problem (throughput, delay, security 

and QoS constraints) makes it inherently hard for techniques such as GD to meet all these constraints 

at once. These approaches are better suited for unconstrained, or relatively less complex workflow 

problems. Interior Point and SQP strategies that utilize second order information to solve the problems 

in a more global mode is able to deal with this complexity and dependences between different 

constraints of this model. 

5. CONCLUSION  

This paper introduced a security-oriented multi-objective optimization methodology applicable to AI-based 

Software-Defined Networking scenarios, focusing on the simultaneous optimization of both performance and 

cybersecurity objectives in presence of realistic operational constraints. Incorporating delay, packet loss, throughput 

in hand with risk into a single expression while formulating the proposed model, provides means to cover the 

inherent trade-offs peculiar to today SDN-based networks. By combining flow conservation, link capacity and 

QoS/security-aware SLA constraints - it is possible to guarantee the practical applicability of this model in real 

network deployments. A full comparison of four optimization algorithms: GD, SQP, Active-Set and Interior-Point 

algorithms was carried out to determine the ability of the methods solving the introduced constrained nonlinear 

problem. The findings confirmed that unconstrained first-order methods like GD are not favorable for more 



Dijlah Journal of Engineering Science (DJES)                                                  Vol. 3, No. 2, June, 2026, pp. 264-274 

ISSN:  Printed: 3078-9656, Online: 3078-9664, paper ID: 165 

273 

 

complex SDN scenarios due to the slow convergence and possible large constraint violation. Unconstrained 

methods, on the other hand, performed significantly worse overall. Among them, the Interior-Point method fraught 

with the fastest convergence and very secure constraint satisfaction while SQP and Active-Set methods gave a 

balanced trade-off on Accuracy against computational efforts. 
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