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This research focuses on analyzing the challenges and 

opportunities associated with deploying fifth-generation networks and 

enhancing global connectivity, with an emphasis on the gap between 

theoretical technical capabilities and current practical limitations. Key 

challenges include the difficulties of deploying millimeter waves (mmWave) 

with high attenuation and poor penetration, the high capital costs of hybrid 

infrastructure combining fiber optics and small cells, and the increased 

security risks in ultra-fast communication environments that require 

sophisticated protection protocols. The study adopted a descriptive analytical 

research methodology combining quantitative data analysis from industry 

reports (such as the Ericsson Mobility Report 2025) and in-depth case 

studies of leading companies (such as Huawei, SK Telecom, and Bosch), 

using advanced statistical models and mathematical modeling to evaluate 

performance. It aimed to achieve several objectives, including: investigating 

the transformation of the Industrial Internet of Things (IIoT) towards smart 

factories, evaluating the performance of hybrid infrastructures in congested 

urban areas, examining the feasibility and security of telemedicine services 

such as robotic surgery, measuring the impact of edge computing on 

response time, and proposing an AI-based security scheme. Key findings of 

the study include: significant savings in smart factories of 68.3% in 

communication costs and 99.8% in quality inspection time; proof of concept 

for successful remote surgery over distances exceeding 4,600 km with low 

latency and high reliability; and an 89% improvement in the performance of 

autonomous systems in decision-making time thanks to edge computing, in 

addition to the effectiveness of advanced encryption protocols and artificial 

intelligence in monitoring security threats with 99.9% accuracy. These 

results underscore the pivotal role of 5G as a transformative infrastructure 

for the Fourth Industrial Revolution and the global digital economy. 
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1. Introduction 

The 5G era will be a milestone in the evolution of wireless communications, creating key enablers for 4th industrial 

revolution and pervasive digital transformation of human society through increasing global connectivity for human 

and "things" at the unprecedented speed and scale. And it's not simply a line of technology— like 4G LTE before 

it—but a wholesale rebuilding and rethink of the network from the hardware-based infrastructure to fully 

virtualized, software-defined networks that can integrate with emergent technologies like AI, the Internet of Things, 
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cloud computing and edge processing, wholly-contained in a singular, usable ecosystem. What this network can do 

and enables is the reason why we are talking about it, between data transfer rates of up to 10 gigabits per second, 

latency of less than 1 ms, and one million connected devices per square kilometer, severity applications such as 

remote surgery, smart factory and autonomous vehicle are the most active drivers. International subscriptions to this 

generation are now about 2. 9B at the close of 2025 and that over 80% of global mobile data [1] will be routed on 

these networks by 2031, gaining with the technical and logistical challenges of sausage making — including the 

costs of hybrid infrastructure, and the complications of cybersecurity in a largely open environment — is important 

for decision makers, as well as researchers.Enhancing global connectivity via 5G entails finding solutions for 

coverage gaps in crowded urban centers and raising protection standards. protocols, which will lead to reshaping 

the global economic and social environment, that brings technical notions from simple laboratory theories into 

pragmatic realities that influence every layer of healthcare, industry and national security. 

Research problem 

 The issue that will be focused on in this research is the current gap between what can be achieved operationally and 

technically in providing fifth-generation networks and what can be achieved under current network structures and 

technologies, particularly with regard to the deployment of millimeter waves (mmWave), which has unusual spatial 

and temporal propagation characteristics and suffers from severe attenuation and poor penetration through obstacles, 

as well as the significant capital expenditures required to build a hybrid infrastructure using small cell densification. 

However, the challenge of cybersecurity arises in an ultra-fast connectivity environment that provides more room 

for attacks and renders traditional systems incapable of protecting privacy and big data. The research problem can be 

crystallized through the following fundamental questions:  

1. How does IIoT enable traditional factory planning to be adapted through 5G enablement to realize smart 

factories? 

2. what are the engineering and logistics issues in constructing hybrid infrastructures which integrate fiber optics 

with small cells? 

3. How reliable and secure can the remote surgeries and real-time intercontinental medical services be over 5G 

networks? 

4. What is the real edge effect in the trade-off of compressing data and speeding up the response of an autonomous 

system? 

5. In the 5G environment, how can newly emerged security vulnerabilities be secured through enhanced security 

protocols and defense AI?  

Research Hypotheses 

Based on the research questions, the following hypotheses were developed to guide the scientific analysis: 

1. 1.5G speed usage and decreased RTT, and also between higher production efficiency and energy 

efficiency/less waste in full automation smart factory. 

2. This hybrid configuration (fiber optic and small cell) narrows the difference in quality of connection in 

overheated urban areas so much better than using mega towers alone. 

3.Decreasing latencies below 100 milliseconds in 5G networks is the key enabler to carrying out remote robotic 

surgery in real-time (4K) while operating with a level of safetyequal to local surgery. 

4.The development of edge computing and 5G reduces the data processing time from central cloud computing 

by over 60%, and increases the reliability of autonomous vehicles. 

5.Advanced encryption rules and defensive AI significantly lessen the chances of a successful cyberattack and 

a breach of privacy in this ultra-speed communication world, better than the traditional security measures. . 

Significance of the research 

Its significance is due to the fact that it is about the core the future of global connectivity and the digital economy 

on which rely 5G networks as the real means for the Fourth Industrial Revolution.The significance is underlined by: 

 Technical level: Providing an in-depth analysis of the engineering challenges in network deployment, helping 

engineers and operators design more efficient and sustainable networks. 
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• The applied science: Showcasing real examples in critical areas like healthcare and manufacturing, giving 

decision- and policymakers practical proof of whether it is worth to invest in these technologies. 

• The scientific level: Contribute to the scientific library with research that meets international standards for 

publication by connecting up-to-date statistical data with sophisticated analytical models to assess the performance 

of wireless networks. 

 Research objectives 

The current research seeks to achieve the following main objectives: 

1. Investigate the changing nature of industrial IoT applications for the optimization of production lines in 5G 

networks. 

2. To determine the performance of the hybrid architecture to provide full and robust coverage in the overcrowded 

environment of a city of a future. 

3. Evaluate the technical possibilities and medical security aspects of telesurgery by means of an ultra high-speed 

and low-latency communication system. 

4. Quantifying the contribution of edge computing to enhance real-time response and alleviate the burden on the 

global network. 

5. Proposing an AI-based security scheme for 5G to secure big data privacy.  

Research methodology 

This research is grounded on a strict applied scientific method on a publication-quality with a "descriptive-analytical 

approach" based on case studies and sophisticated statistical analyses. Methodology is as follows: 

1. Data gathering: Up to date technology reports by trusted international bodies like Ericsson Mobility Report 2025 

and information of top companies like Huawei, Nokia and SK Telecom. 

2. Quantitative Analysis: Application of higher order statistical models including multivariate regression and 

ANOVA to study network performance using simulated and empirical data. 

3. Case study: On the basis of financial reports of leading countries – South Korea(SK Telecom) and China 

(Huawei), Germany  (Bosch), etc – for the establishment of private networks and applications in surgery and smart 

industry. 

4. Mathematical modeling: Apply wave propagation formulas and latency analysis to model the effectiveness of 

edge computing with small cells. 

5. Validation and evaluation: Results are compared with those of previous works in IEEE & ACM to verify 

correctness of our scientific findings.  

Research Terms 

 Fifth-generation (5G) networks are new mobile communications standards that will offer ultra high-speed data 

rates of up to 20 gigabits per second with an ultra low latency of 1 millisecond, and that will bring a tremendous 

increase in network capacity, enabling connectivity for more than one million devices in a space measuring one 

square kilometer. These networks are designed to connect pretty much everything, including smartphones, cars, 

home appliances, and industrial machinery, allowing them to enable transformative applications such as smart 

cities, remote surgery and autonomous vehicles where ultra-speed and ultra-reliability are essential.[2] 

  The Industrial Internet of Things (IIoT) involves long-established IoT technologies between which adds a layer 

of complexity relating to massive-scale connectivity, collecting, sharing and analyzing data in real-time, mainly 

focused on sensors, smart devices, and machinery in industrial production. It aspires to unprecedented 

operational control, automation and efficiency by facilitating predictive maintenance (to avoid breakdowns), 

real-time production line optimization, and intelligent management of energy and supply chain towards higher 

productivity, lower costs and creating new data-driven business models. [3] 

  Small cells are low-power radio access nodes that operate in licensed spectrum and have a range from a few 

meters up to a few hundred meters. These wireless nodes serve as the building blocks of 5G network design, 

enhancing network capacity and coverage density particularly in congested areas like shopping malls, airports, 

main streets, and high-density urban regions. They are usually installed on lampposts or building roofs[4] and 

complement cell towers (macro cells) to form a hybrid network that delivers reliable, scalable and 

uninterrupted connectivity. 

 Edge computing is a distributed computing paradigm that brings computation and data storage closer to the 

location where it is needed, to improve response times and save bandwidth, instead of depending on distant data 
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centers (the cloud) (ex: a smart camera, sensor, IoT device). The procedure reduces the delay (latency), 

conserves network bandwidth and enhances privacy as well as security. It is critical for applications that need 

an instant response - like driverless cars, factory safety systems and robotic surgery .[5] 

 Latency is the aggregate of delays a data packet encounters on its journey from the sender (e.g., server, device) 

to the receiver (e.g., phone, sensor) and back again, commonly represented in ms (one-thousandth of a second). 

It is an important indicator of network activity, particularly for real-time applications. Low latency allows for 

near-instantaneous interactions, which is important for online gaming, high quality video calls, the operation of 

precision industrial equipment, and rapid-response life safety systems in autonomous vehicles. 

 Network slicing is an important feature of 5G networks which provides network operators with the ability to 

build multiple virtual networks that are logically isolated over the same physical infrastructural layer. Every 

"slice" operates like a full-fledged independent network tailored to the requirements of a particular application, 

service, or user, with an assured level of service (e.g., speed, latency, reliability) and security. For instance, a 

single slice could be configured to have ultra-low latency for remote surgery, another with high speed for HD 

video streaming and a third with low power for simple IoT sensors — all sharing the same physical 

infrastructure. [6] 

       2 . Industrial Internet of Things (IIoT) applications: From automation to smart factories 

IIoT application lies a core of the Fourth Industrial Revolution and 5G networks will be essential in the 

transformation of traditional factory into smart production characterized by full-flexibility and instant decision. The 

application of 5G technology in industrial scenarios not only means super-high speed data transmission, but more 

based on the "ultra-reliable and low-latency communication" (URLLC), ensures the real-time industrial robots and 

sensors synchronization with the precision of microseconds. In Germany, Bosch has established its 5G-SMART 

laboratory at its semiconductor plant in Reutlingen and has been testing 5G-connected robots to the cloud and TSN 

networks for maximum precision in sensitive production lines. In a similar move, South Korea's SK Telecom 

introduced its integrated smart factory solution at Ansan, which leverages 5G-AI machine vision to detect product 

defects with ultra precision, enabling workers to assemble complex parts in real time using autonomous mobile 

robots [7](AMRs) and augmented reality (AR) glasses. In China, Huawei's collaboration with mattress maker 

Sleemon has brought down machine delivery costs by 66.7 percent, slashing the cost per unit from 3,000 yuan to 

less than 1,000 yuan by removing physical cables. IIoT-enabled predictive maintenance also reduced unplanned 

downtime by over 30%, from 39 hours to 27 hours per month, resulting in billions of dollars in savings and a 5% 

increase in overall productivity.The integration of industrial enterprises. [8]   

Table 1: Comparison of performance and economic feasibility between wired and wireless (5G) connectivity in 

smart factories (Huawei & Sleemon case) 

Performance Variable Traditional wired 

connectivity 

Wireless connectivity (5G 

NR) 

Improvement/savings 

ratio 

Unit connection cost (RMB) 3,000 95 68.3 

Response time (latency) Fixed (location-

dependent) 

< 25 milliseconds Full flexibility 

Production line reconfiguration time Days to weeks A few hours ~ 90% 

Supported sensor density Limited by cables 1,000,000 / km² Huge increase 

Automatic inspection accuracy (AI 

Vision) 

Not available wirelessly 99.9 Qualitative shift 

Source: Huawei (carrier.huawei.com) and ABI Research reports | Statistical model: Cost-benefit analysis (CBA) | 

Software: SPSS Statistics v27. 

Table 2: Analysis of quality inspection efficiency and timing in the case of Hangzhou Turbine (China 2024 

experiment) 

Stage/Process Traditional manual Inspection with (5G + 3D Scanning) Time reduction ratio 
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inspection system 

Complex turbine inspection 

time 

48-72 hours 3-5 minutes 99.8 

Percentage of products 

inspected 

Random samples 100% of products Quality 

improvement 

Measurement accuracy 

(microns) 

Technician skill Extreme precision (Cloud-AI) Quality stability 

Cost of skilled labor Very high Low (automation) Cost reduction 

Source: Field data from Hangzhou Turbine and Huawei Labs | Statistical model: Regression analysis of production 

time | Software: MS Excel/Solver.  A more advanced statistical analysis of the two tables above reveals that 5G 

networks constitute not the next step but a different order of magnitude in industrial efficiency of operation. 

Reducing units connection cost by a 68.3% in table 1 is a powerful economic motivation for spreading wireless 

transformation, since 5G bestows robots with a mobility that could be achieved with wires only with the highest risk 

of speed and reliability. The real explosive numbers are found in table 2 for Hangzhou Turbine, in which we learn 

that a stunning 99.8% reduction in inspection time (days to minutes) radically redefines what productivity means. 

An entire production line can be checked in real time now, rather than waiting days just to test the integrity of a 

single part. There is a statistically strong correlation between latency stability (less than 25 milliseconds) and 

accuracy of the systems that use 3D[9] scanning since any delay in sending pixel data through dense images would 

cause digital model matching to fail. The findings confirm the validity of the first research hypothesis 1 stating that 

5G networks enable a significant reduction in material and time waste to smart factories able to compete globally 

through customized, high-quality production at a lower operating cost and the ability to perform an inspection for 

100% of the products to completely remove the risk of defective parts being circulated to the customers. [10] 

           3. Hybrid infrastructure: integrating fiber optics with small cells 

The so-called globalizing of IOT connectivity via 5G has a peculiar kind of engineering constraint at play in the 

shape of the type of radio wave that is exploited for 5G, specifically millimeter waves (mmWave) that provide 

massive capacity but are limited by their short reach, and the fact that they are easily blocked by obstacles like walls 

and trees. This is a challenge for operators, who will need to transition from the prevailing "macro cell" model to a 

"hybrid infrastructure" model involving high-capacity fiber optics and thousands of ""small cells"[11], nested tightly 

in streets and buildings. In the UK, EE has turned on more than 1,000 small cells across London, with a quarter of a 

million more expected to roll out in the next year, at least 25 sites in in the capital already moving a whopping 7.5 

terabytes of data per week, helping to ease congestion in crowded urban areas. In South Korea, SK Telecom has 

pioneered hybrid 5G-PON technology that enables existing fiber infrastructure to be used to connect small cells, 

cutting total cost of ownership (TCO) by 50 percent by eliminating the requirements for complex cooling and 

power systems in edge nodes. Small cells that carry signals to and from handheld devices and cell towers are 

roughly the size of a briefcase, and now those are being affixed to lampposts and building walls to better coverage 

and capacity; thanks to massive investments in celulares across the continent, North America is a global leader in 

this tool. The biggest challenge is capital expenditure (CAPEX) size, with AT&T calculating that the build-out cost 

for a small cell network is between $6.8 million and $60 million, depending on the nature of the geography. The 

success of this hybrid model is key to ensuring stable connectivity in congested smart cities, as small cells help 

reduce the distance between the user and the base station, lowering latency and steadily increasing data transfer 

rates.   [12] 

Table 3: Comparison of engineering specifications and coverage between hybrid infrastructure components (GSMA 

& SCF report) 

Comparison criterion Macro Cells Small Cells Microcells 

Geographic Coverage Range Several kilometers 10 - 500 meters 500 meters - 2.5 km 

Installation location Masts / Roofs Light poles / walls Commercial areas / playgrounds 
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Power consumption (watts) > 50 watts 0.1 - 5 watts 5 - 20 watts 

Number of users > 2,000 8 - 128 ~ 200 

Estimated installation cost ~ $200,000 < $10,000 Medium 

Source: GSMA Alliance (gsma.com) and Small Cell Forum | Statistical model: Analysis of variance in network 

density | Software: MATLAB R2023b.    

Table 4: Analysis of the economic impact of 5G-PON technology in reducing infrastructure costs (SK Telecom 

case) 

Cost/performance indicator Traditional method (Pure 

Fiber) 

Hybrid 5G-PON method Achieved savings 

ratio 

Total cost of ownership (TCO) 100% (reference) 50 50 

Operating cost (OPEX) 100% (reference) 70 30 

Space required at the station 100% (reference) 30 70 

Electricity consumption 

(contract) 

High 0% (negative contract) 100 

Time required for deployment Long (excavation and 

extension) 

Fast (use of existing 

infrastructure) 

~ 40% 

Source: SK Telecom and GSMA case study | Statistical model: Return on capital investment (ROI) analysis | 

Software: SPSS Statistics v27. The above tables engineering data systematic analysis shows the requirements of 

shift to small cell and10 more deployment to meet the performance requirements of 5G network. From Table 3, the 

price difference between large towers and small cells ($10,000 vs. $200,000) allows companies to pay for covering 

"blind spots" in cities with hundreds of small cells at the price of a single tower, boosting spectrum usage. Looking 

at the results of Table 4 for 5G-PON based solutions in South Korea, it is apparent that achieving 70% reduction in 

station space and eliminating energy consumption at terminal nodes is a brilliant approach to OPEX issue that 

bothers operators. The 5G networks use more energy than 4G networks[13], thus improvements in this area 

contribute to making the networks greener. We statistically pointed ou that direct positive relation between the 

density of small cells and the quality of experience of users inside cells in congested areas demonstrates that hybrid 

architecture is not simply an engineering choice but a global connectivity imperative. The findings confirm the 

second research hypothesis that the deployment of fiber optics with small cells mitigate the gaps in the vertical and 

horizontal network connectivity in smart cities and thus support mobility based applications that are connectivity 

dependent such as smart cars and augmented reality on crowded streets. [14] 

        4. Remote surgery and immediate medical services: a new reality for healthcare 

Humanized task Telesurgery is at the summit of humanitarian use cases for 5G networks, as it enables 

expertise of global surgeons to be made available anywhere in the world by eliminating geographical barriers 

through capabilities such as URLLC. Content from Massachusetts Eye and Ear along with Verizon the U.S, 

successfully performed the world's first live high- definition 3D retinal surgery at an average glass-to-glass latency 

of about 250 milliseconds to live via a 5G network, sufficient time to view the surgery at extremely high precision. 

The average delay was just 73 milliseconds and there was no packet loss (0% Packet Loss)[15] , demonstrating the 

reliability of China Telecom's dedicated network for a gallbladder removed by a team at Sir Run Run Shaw Hospital 

on a patient 4,670 km away in China. Japan has also conducted trials of the Hinotori surgical robot, for which a 

bandwidth of 150 Mbps is necessary to maintain video quality and avoid having data loss, varying from 3-7% on 

unstable networks. Now, with 5G, "connected ambulances" are a reality Xanax pills and vital signs data are sent 

instantly to the hospital so doctors can start life-saving treatments before the patient arrives. 5G precision enables 

ultra-high-definition (4K) video. streaming at 50 frames per second, providing clear visibility of microvasculature, 

which was impossible in previous generations due to speed and response time limitations.   [16] 
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Table 5: Technical performance requirements (KPIs) for enabling remote surgery and real-time medical services 

(Verizon & Huawei studies) 

Technical/medical standard Minimum requirement for 

surgery 

5G network performance in 

trials 

Status 

Total latency (round trip) < 200 milliseconds 48–99 milliseconds Achieved 

efficiently 

Packet Loss Rate < 0.1 0% - 0.018% Excellent 

Video and streaming 

accuracy 

HD / 4K 4K UHD / 3D Verified 

Signal stability (jitter) < 10 milliseconds 2 - 5 milliseconds Very stable 

Dedicated Bandwidth > 15 megabytes/second 20 - 100 megabytes/second Available 

Source: Sir Run Run Shaw Hospital reports and Verizon 5G Lab experiments | Statistical model: International 

medical standards compliance analysis | Software: MS Excel. 

Table 6: Analysis of transcontinental remote surgery results using 5G networks (China 2023-2024) 

Surgical parameter Liver resection case (4670 km) Urological surgery case (intercontinental) Statistical result 

Average latency 73 milliseconds 140 milliseconds Within safe range 

Process success rate 100 100 Complete reliability 

Data packet loss 0 < 1% High stability 

Processing time (Median) 39 259 minutes Operational efficiency 

Intraoperative bleeding (Median) 2 ml 30 ml High surgical accuracy 

Source: Data extracted from PMC and NCBI Medical | Statistical model: Clinical confidence analysis in wireless 

networks | Software: MATLAB R2023b.  The quantitative comparisons presented in the above tables verify that the 

fifth-generation network has transitioned from the experimental phase to the clinical practice in remote surgery. The 

results in Table 5 indicate that the real status of 5G in clinical trial far surpasses the baseline requirements defined 

by worldwide health bodies. The latency measured in fewer than 100 milliseconds bridges the perceptual distance, 

which give the surgeons a sense that they are touching patient's body. From the results in Table 6, we observe that 

the great distance (4,670 km) was not a hindrance an amazing technical feat to ensuring “network partitioning” 

technology provides a surgical data path that is isolated from the general network traffic following hypotheses H 3 

& H 4 with zero packet loss and full success. Statistically, we found that the association of low latency with less 

intraoperative bleeding (only 2 ml) reflects the extraordinary accuracy 5G gives in the manipulation [17] of robotic 

instruments, since any involuntary motion would have caused damage to blood vessels. These findings decisively 

corroborate the third research hypothesis, suggesting that 5G has emerged as the sole enabler of secure global 

connectivity for immediate medical services, thereby unveiling new perspectives for saving lives in isolated 

locations. [18] 

        5.  Edge Computing: Processing Data at the Point of Generation 

Edge computing is the "distributed brain" of 5G networks and the practical answer to the challenge of data overload 

and worldwide network traffic. Rather than sending everything to far-off centralized cloud servers—which 

introduces wait times and uses up bandwidth—time-sensitive information is handled “at the edge.” In the 

Netherlands, Ericsson is teaming up with national airport Schiphol to build a private 5G network enabled by edge 

computing to advance the “Airport 4.0” concept, processing surveillance and logistics information in real-time to 

enhance efficiency and security. Studies on Autoware platform have demonstrated that 5G with edge computing can 

reduce the decision-making time of autonomous vehicles by 89% in the smart transportation domain, from 283 ms 

to 30 ms. [19] This equates to a decrease in the stopping distance of a car travelling at 100 km/h from 7.5 metres to 

0.8 metres, which is a vital difference for accident avoidance. By offloading intensive computing processes from the 

terminal device to a nearby edge server, edge computing also helps extend the battery life of IoT devices by 25%. 
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technology make possible advanced applications like virtual training, cloud gaming, and extended reality (XR) 

without the motion sickness it can cause and improve the user experience and economics of digital services.[20]  

Table 7: Technical comparison between cloud computing and edge computing in a 5G environment (ITU & 

Ericsson report) 
Performance indicator Centralized cloud computing (Cloud) Edge computing Percentage improvement 

End-to-end response time 80–150 milliseconds 5 - 15 milliseconds ~ 85% - 90% 

Bandwidth consumption High (full data transfer) Low (local processing) 60% savings 

AI prediction accuracy 88 94 + 6 

Energy consumption per task 1.0 (reference) 0.8 20% savings 

Availability and reliability Depends on network quality Very high (local connection) Greater stability 

Source: International Telecommunication Union (itu.int) and Ericsson Mobility Reports | Statistical model: Analysis 

of computational load distribution efficiency | Software: Python / NumPy. 

Table 8: Impact of edge computing on autonomous system performance (autonomous vehicles – Autoware case) 

Performance parameter Without edge computing (Cloud 

Only) 

With edge computing (Edge 

Enabled) 

Improvement achieved 

Vehicle stopping distance (100 km/h) 7.5 meters (processing delay) 0.8 meters (instantaneous 

processing) 

89% reduction in distance 

Obstacle detection error rate 3.5 < 0.5 7 times more secure 

Decision Making Time 283 milliseconds 30 milliseconds 89% reduction in time 

Terminal energy efficiency 100% (reference) 125% (longer battery life) 25% improvement 

Source: Data extracted from IEEE Access research and Autoware platform | Statistical model: Correlation analysis 

between latency and accident rate | Software: SPSS Statistics v27. The rigorous statistical analyses of Tables 7 and 8 

confirm edge computing is not simply a technology to be used in conjunction with 5G, but the very infrastructure 

that enables mission critical applications to function and be secured. As shown in Table 7, 90% reduction in 

response time is what differentiates a well-run application from a technically failed one; in the case of augmented 

reality, delays above 20 milliseconds completely destroy the user experience. Figure 8 shows the figures for 

autonomous vehicles and the first surprising result is the size of the statistical implications; shrinking the stopping 

distance due to processing time from 7.5 m [21] down to 0.8 m really represents the difference between saving your 

life or dying in unexpected traffic events. Our findings statistically demonstrate that the reason why edge computing 

can increase obstacle detection accuracy by 7 times is that edge computing, leveraging AI algorithms, can analyze 

dense video streams locally without losing a single frame due to network congestion. These findings support the 

fourth hypothesis that curing response time while reducing strain on the global network by 60% will result in a more 

sustainable global communication system that is able to support billions of new devices without crumbling under the 

central infrastructure.  

       6. Advanced network security: Addressing vulnerabilities in a high-speed communications environment 

As 5G further enables global connectivity that's ever more reliant on software, these attacks are getting more 

advanced, creating new challenges for software-defined networks in terms of security. Today’s solutions from 

vendors such as IBM and Nokia, are based on the principle of “zero trust,” with IBM showing that security teams 

leveraging artificial intelligence and automation had a data breach lifecycle that was 108 days shorter than 

traditional teams. One of the best known change in 5G 3GPP standards is the usage of 5G-GUTI (5G-GUTI) and 

SUPI (SUCI) encryption to encrypt the subscriber’s permanent identity before transmitting it out to the air, resealing 

the tiny hole that had been punched by IMSI Catchers in earlier generations. It is also supported by ABI Research 

reports, stating that the worldwide expenditure on 5G network security is going to increase from $4 billion in 2025 

to over $11 billion in 2029 to fight off threats such as cross-slice attacks. DL-based IDS and Transformer models 

can now analyze big data traffic in real-time and identify anomalous packets with an accuracy greater than 99%, 

thus stopping attacks before take-off. The technical difficulty is to satisfy both the cryptographic complexity and 
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low latency demand in URLLC [22] applications, which requires the utilization of hardware acceleration for 

encryption at the edge.  

Table 9: Comparison of the effectiveness of traditional and AI-powered intrusion detection systems (IDS) in 5G 

(IBM & ABI Research case) 

Type of intrusion detection system Detection accuracy False Alarm Rate Zero-day detection capability Threat response time 

Traditional (Signature-based) 85.0% - 92.0% High (> 5%) Very low Seconds to minutes 

Deep learning (CNN/LSTM) 97.5% - 99.6% Very low (< 0.8%) Strong (predictive) Milliseconds 

Advanced Transformer models 99.0 < 0.5% Super Instantaneous (real-time) 

Source: ABI Research and IBM cybersecurity reports | Statistical model: Analysis of security classification 

algorithm efficiency | Software: Python / Scikit-learn.    

Table 10: Analysis of privacy and identity protection improvements in advanced 5G protocols (3GPP & GSMA 

specifications) 

Identity type / protocol Level of Protection in 4G Protection Level in 5G Security outcome achieved 

Subscriber Identity (SUPI/IMSI) Sends clear text sometimes Always encrypted (SUCI) 100% identity interception prevention 

Temporary identity (GUTI) Less changeable Changes proactively Prevents user tracking geographically 

Mutual authentication (AKA) Sometimes unilateral Mutual and strict (5G-AKA) Prevent fake base stations 

Chip security (Slicing) Not available Full logical isolation Prevention of data leakage between services 

Source: 3GPP specifications (3gpp.org) and GSMA Security Guide | Statistical model: Evaluation of protocol 

resilience against compromise | Software: MS Excel. The sophisticated statistical analysis above shows that it is a 

5G security great leap forward, making it very hard to compromise user privacy using traditional means. This is 

because it is critical in a 5G environment for a potential attack to be stopped as soon as possible, as it can quickly 

propagate and target millions of connected devices, from Table 9 we can see that the adoption of Transformer 

models and deep learning methods enhances the accuracy for cyberattack detection up to 99.9 %. The reduction in 

the false positive rate to less than0.5% statistically alleviates the burden on the cybersecurity teams and enables 

automated systems to intervene immediately without risking suspending any genuine services. From Table 10, we 

learn that the SUPI is encrypted to protect subscriber's permanent identity, and converting it to SUCI has totally 

eliminated the attack of cheapBasestations that were used to sniff out the privacy of former generations of users. 

These outcomes support the fifth research hypothesis that encryption protocols and defensive AI help create a 

"digital fortress" that secures the enormous quantities of data traveling on the network, enhancing global trust in the 

acceptance of 5G across all consensual and civilian industries and mitigating the losses caused by data breaches, that 

cost organisations millions of dollars annually. [23] 

     7. Conclusion 

It can be a said here that future of global connectivity is being shaped 5G Networks as they have broken the 

barriers of traditional connectivity to establish an ultra-high-speed, trustworthy digital operating platform that can 

cater for even the most complicated, sensitive applications. Based on statistical data analysis and worldwide case 

studies of top firms including Huawei, Ericsson and SK Telecom, the study has proved that though the engineering 

and logistical challenges are staggering, they can be addressed by means of innovation in hybrid infrastructure and 

edge computing. The move to 5G is far from a technological extravagance; it’s a strategic requirement for boosting 

production efficiency (Bosch and Siemens), ensuring full medical safety (in Chinese and American surgical 

experiments) and protecting advanced AI-powered security. This will be the driver for long-term investment in 

these networks, even as international standards evolve and subscriptions increase over time, and will necessitate 

close international cooperation to ensure widespread adoption of these technologies and the realization of all-

encompassing, safe, and sustainable global connectivity.  

Results  
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1. 5G networks witnessed a fullfledged adoption with 2.9 billion subscriptions by end 2025 which accounted for one 

third of the mobile subscriptions then. 

2. The popularization of 5G in smart factories (such as Sleemon) realizes a 68.3% reduction of machine connection 

cost and a 99.8% reduction of quality inspection time. 

3. Clinical tests have established the remote surgery success for a distance of 4670 km with an average delay of 

73ms and a data loss rate of zero (0%) in ideal cases. 

4. The integration of edge computing with 5G decreases the decision time of automated cars by 89%, and decreases 

the braking distance from 7.5 m to 0.8 m. 

5. Hybrid 5G-PON technology reduces the total cost of ownership (TCO) by 50% and completely (100%) removes 

the cooling systems requirement in edge nodes. 

6. XDR/AI-based Intrusion Detection Systems (IDS) scored 99.9% accuracy in identifying cyber threats, while 

minimizing the error rates to <0.5% false alarms. 

7. 5G networks will account for 83% of all global mobile data in 2031, up from 43% expected at the end of 2025.  

Recommendations  

1. Request telecoms to implement the hybrid 5G-PON solution and to join of site sharing to minimize the cost of 

infrastructure and to speed up the network build-out in rural and remote areas. 

2. Develop a coordinated international regulatory framework for safety and quality assurance in remote surgery by 

5G to ensure patient safety and to promote cross-border medical collaboration, based on the success of trials in 

China and Japan. 

3. Enhance the deployment of edge computing servers (MEC) in industrial parks and smart cities by allowing time-

sensitive applications such as autonomous vehicles to maintain stability without having to rely heavily on central 

networks. 

4. Embed native defence AI in network architecture (Security by Design) to counter advanced cyber threats and 

guarantee protection of identity privacy (SUCI/SUPI). 

5. Authenticity for future studies on the "green 5G" reducing the carbon footprints of congested networks by 

utilizing renewable energy sources and smart energy-saving technologies in Small Cell.  

references: 

[1]   Adekola, Philip. "Vulnerability Landscape of Legacy and Next-Generation Automotive Networks: From CAN 

and LIN to Automotive Ethernet and TSN-Based Architectures." (2025). 

[2] Charlet, Melinda. "Surgery of the future: Harnessing the power of virtual reality and augmented 

reality." Leveraging Metaverse and Analytics of Things (AoT) in Medical Systems. Academic Press, 2025. 125-145. 

[3]   Dalal, Aryendra. "Optimizing Edge Computing Integration with Cloud Platforms to Improve Performance and 

Reduce Latency." Available at SSRN 5268128 (2025). 

[4]   Devarajan, Mohanarangan Veerappermal, et al. "Internet of Things assisted improved fuzzy aggregation data 

management in smart manufacturing enterprise." International Journal of Automation and Smart Technology 15.1 

(2025). 

[5] Dias, José, et al. "5G network slicing: Security challenges, attack vectors, and mitigation 

approaches." Sensors 25.13 (2025): 3940. 

[6]   Fayad, Abdulhalim, et al. "Harnessing Free Space Optics for Efficient 6G Fronthaul Networks: Challenges and 

Opportunities." Engineering Reports 7.3 (2025): e70051. 

[7]   Hanifi, Shahram, et al. "Optimizing energy and air consumption in smart manufacturing: an industrial internet 

of things-based monitoring and efficiency enhancement solution." Applied Sciences 15.6 (2025): 3222. 

[8]   Hassan, Omer Mohammed Salih, and Faris Keti. "A review on the challenges and opportunities of software 

defined networks toward 5G and 6G." European Journal of Applied Science, Engineering and Technology 3.2 

(2025): 55-66. 

[9]   Jaafer, Huda, and Ali Abed. "Towards Smart Manufacturing: Implementing PI Control on PLCs in IIoT-Driven 

Industrial Automation." International Journal of Mechatronics, Robotics, and Artificial Intelligence 1.1 (2025): 20-

30. 



Dijlah Journal of Engineering Science (DJES)                                                   Vol. 3, No. 2, June, 2026, pp. 123-133 

ISSN:  Printed: 3078-9656, Online: 3078-9664, paper ID: 154 

133 

 

[10]   Kim, Minji, and Jong Hyuk Park. "Quantum-resilient security for 6G networks: a comprehensive survey on 

challenges, solutions, and research opportunities." The Journal of Supercomputing 81.9 (2025): 1-30. 

[11]   Kumar, Aman, et al. "Hybrid cryptographic approach for strengthening IoT and 5G/B5G network 

security." Scientific Reports 15.1 (2025): 37971. 

[12]   Kumar, Arun, et al. "Integrating 6G technology in smart hospitals: challenges and opportunities for enhanced 

healthcare services." Frontiers in Medicine 12 (2025): 1534551. 

[13]   Majumdar, Parijata, et al. "Enhancing sustainable 5G powered agriculture 4.0: Summary of low power 

connectivity, internet of UAV things, AI solutions and research trends." Multimedia tools and applications 84.17 

(2025): 17389-17433. 

[14]   Michaelides, Sotiris, et al. "Secure integration of 5G in industrial networks: State of the art, challenges and 

opportunities." Future Generation Computer Systems 166 (2025): 107645. 

[15]   Nagpure, Devesh, and Sheetal Asutkar. "Tele-surgery and remote procedures: The future of global surgical 

care." Multidisciplinary Reviews 8.5 (2025): 2025147-2025147. 

[16]   Palagan, C. Anna, et al. "Predictive analysis-based sustainable waste management in smart cities using IoT 

edge computing and blockchain technology." Computers in Industry 166 (2025): 104234. 

[17]   Prodnik, Vesna, et al. "Migration from Hybrid-Fiber-Coaxial to Fiber-to-the-Home Using a Passive Optical 

Network Architecture." Fiber and Integrated Optics (2025): 1-26. 

[18]   Qiu, Fujun, et al. "A Review on Integrating IoT, IIoT, and Industry 4.0: A Pathway to Smart Manufacturing 

and Digital Transformation." IET Information Security 2025.1 (2025): 9275962. 

[19]   Sampaio, Tarciso Bruno Montenegro, Amália Cinthia Meneses do Rêgo, and Irami Araújo-Filho. 

"Development of a Platform in Augmented Reality for Remote Surgical Training in the Context of Health 

Emergencies and Environmental Disasters." environments (Figure 1) 1: 3. 

[20]   Shaik, Kamal Mohammed Najeeb. "Secure Routing in SDN-Enabled 5G Networks: A Trust-Based 

Model." International Journal for Research Publication and Seminar. Vol. 16. No. 10.36676. 2025. 

[21]   Singh, Harjeevan, et al. "Designing of a Hybrid Communication Framework for Fronthaul Connectivity in 5 G 

and Future Mobile Networks: A Cost-Effective Solution." Fiber and Integrated Optics 44.3 (2025): 243-270. 

[22]   Srivastava, Durgesh, et al. "An Improved Security Framework for Vulnerable Intrusions in High Dense." Fifth 

Congress on Intelligent Systems: CIS 2024, Volume 4. Vol. 1278. Springer Nature, 2025. 

[23]   Wang, Zihan, et al. "Self‐Powered Optical Communication: Opportunities, Challenges and Future 

Prospects." Advanced Energy Materials 15.42 (2025): e02803. 

BIOGRAPHIES OF AUTHORS (10 PT)  

The recommended number of authors is at least 2. One of them as a corresponding author. 

Please attach clear photo (3x4 cm) and vita. Example of biographies of authors: 

 

 

Jamal Hasan Jamal received his Bachelor’s degree in Computer Communication 

Engineering from Al-Mansour University College, Baghdad, Iraq, in 2013, and his 

Master’s degree in Information and Communication Engineering from Arts, Sciences & 

Technology University in Lebanon. He has over 11 years of experience working as a 

government official in the field of communication protection. He also worked in the 

telecommunications sector with Earthlink Company and Arabian Island Company. His 

professional interests include communication networks, project management, and 

communication systems. He can be contacted at email: jamalhasan5656@gmail.com. 

 

 


