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1. INTRODUCTION

It is with immense technological advancement that information systems security has become a critical
element in the contemporary world. Protecting the confidentiality, integrity, and authenticity of necessary
information is the duty of computer security, and in this case of cryptography, which forms the foundation of
protection. The current state of cryptography, however, with the rapid pace of threat evolution and the resulting
threats of cryptography, is in the unfavorable position of keeping pace with the fast-evolving and dynamic computer
crime. This necessitated new approaches to enhancing cryptographic structure in order to make it more competent
and capable of countering new generation security threats [1-5].

Perhaps one of the most promising achievements in artificial intelligence (Al) is Reinforcement Learning
(RL), a concept of machine learning that allows systems to learn from an environment the best approach to make
choices. While the majority of machine learning models function with fixed input datasets and might only be
adjusted and enhanced in terms of their performance, RL acts within a constantly changing environment [6-8] due to
the ability of RL to learn and update its performance depending on the new inputs it can be effectively implemented
in improving the existing cryptographic systems where the threat landscape has never been predictive. Figure 1
illustrates the uses of reinforcement learning in cryptography [9,12]. Many current cryptographic systems have fixed
parameters of operation. Therefore, they are easy to overcome by new types of attacks, which were not provided for
when creating a specific cryptographic system [13-15]. Static configurations can make systems prone to attacks
when the adversaries use complex techniques that adapt or use even higher-level attacks, including machine
learning-based exploitation [16-18]. For example, specific attacks involve threatening specific algorithmic flaws or
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deriving unpleasant outputs that mislead the attacker. From the above threats, there is a lot of demand for
cryptographic systems that identify these threats and also self-adjust to counter them most effectively [19-22].

Exploring Reinforcement Learning in Cryptography

Applications Future Directions
Challenges
Practical uses of Potential
; Obstacles and
reinforcement : o= advancements
== difficulties in 3 .
learning in . and innovations
cryptography applying
reinforcement
learning

Figure 1. The uses of reinforcement learning in cryptography.

This major idea is introduced as a new paradigm in cryptographic systems design. When RL agents are
included, cryptographic systems gain the capability to adapt to patterns of adversarial activity and generate dynamic
means to fight new threats. This could lead to the transformation of central cybersecurity institutions from fixed
structures to flexible ones [23-26].

However, integrating reinforcement learning into encryption systems is not without its challenges.
Encrypting solutions are confronted with many technical challenges in cryptographic environments, which are
usually resource-limited and hence need compact and efficient solutions that cannot be vulnerable to threats while
solving the problem [27-29]. However, building RL agents that can perform well in such settings requires a choice
of reward functions, stability of training, and practical defenses against adversarial inputs [30-33].

To tackle these challenges, this research proposes a new framework for enhancing cryptographic systems
that utilize reinforcement learning. The approach proposed in this paper is based on the widely attractive features of
RL to build security systems that can learn and make decisions in response to threats detected. This research aims to
make intelligence intrinsic in the cryptographic architecture to lay the foundation for developing a new class of
security systems that can protect from all cyber threats. Figure 2 illustrates the objectives of the cryptographic

system.
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Figure 2. The objectives of the cryptographic system.
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This paper is structured as follows: Section 2 briefly discusses the previous works done in a cryptographic
system at cybersecurity. Section 3 outlines how reinforcement learning can be implemented in this section's
cryptographic systems, components, and design aspects. Section 4 contains simulation experiments and compares
the effectiveness of the proposed method. In a final research summary of the paper, as provided in section five, the
study also presents general findings and provides ideas for future research.

This work is focused on demonstrating the possibilities of improving cryptographic applications with
reinforcement learning agents. Thus, it is intended to make a methodological contribution to recognize the
limitations of stable conformation security measures and provide a learning-based dynamic security space for future
cybersecurity strategies.

2. Related Work

This section reviews key studies highlighting cryptographic systems' evolution, emphasizing their
contributions and limitations.

Yang et al. designed a trusted routing scheme based on reinforcement learning (RL) and blockchain for
wireless sensor networks [34]. Their approach shows how RL can improve decision-making in complex
environments and its value for complex cryptographic protocols. However, the study considered the routing aspect
merely and never ventured into implementing the findings on cryptographic algorithms. Further, Kim et al.
described an approach for constructing cryptographic S-Boxes by employing RL [35]. In this paper, RL was
demonstrated successfully for enhancing cryptographic primitives and how a traditionally tedious design process can
be streamlined using the tool. However, the abovementioned method cannot easily verify more significant
cryptographic components without a more detailed systematic treatment. In their study, Meraouche et al. further
expand the work to introduce a novel multi-party adversarial encryption system applied with RL and GANs [36].
This integration provided for adaptive encryption techniques that are still very strong and resistant to adversarial
attacks. Nonetheless, regarding the practical applicability of the system and its computational requirements in real-
world situations, the latter aspect was not well tested. In later years, Badr studied using a combination of neural and
cryptographic approaches and presented fast machine-learning key generation [37]. This work addressed the issue of
high-speed enhanced cryptography and the way it can be achieved safely. However, the research showed that the
computational complexity of RL might become a factor that would prevent its practical application, especially in
scenarios that demand limited use of computational resources.

In the same context, Kundi et al. proposed a novel multi-level approximate Ring-Learning-with-Errors (R-
LWE) co-processor for loT at its core [38]. This work also showed how RL can enhance quantum-enduring
cryptographical techniques applicable to regions with limited computing capacity. The work, however, gave more
attention to the RL hardware implementations than to exploring the general versatility of the algorithms. In addition,
Liu et al. investigated the effectiveness of using RL for the side-channel analysis of cryptographic chips [39]. Based
on such observations, the authors concluded that RL for security assessment and key recovery could improve key
recovery efficiency on key paths. As this strengthens the evaluation steps, the work created concerns that RL might
also be used more effectively in attacks.

The article by Xu and Cao about data privacy protection in multi-source data with the help of homomorphic
encryption addresses the computational complexity and time-consuming nature of data protection protocols in safe
data sharing [40]. Their approach is successful in minimizing the ciphertext processing time. Thus, it can be used in
real-time applications. Nonetheless, even with these enhancements, the solution can be resource-intensive and
therefore cannot scale to resource-intensive contexts. Learning-With-Errors (LWE) cryptographic schemes had their
efficiency increased in Zhao through the use of RL [41]. This study established that RL contributed positively to
boosting the practicability of post-quantum cryptographic systems. However, many applications in different contexts
were not well verified so that they could be used in practice. Lastly, Li investigated RL in his work and resorted to
cryptographic systems in the automotive industry [42]. In a real sense, the study demonstrated how RL can be
applied to real-time changes to the protocol of other connected vehicles. However, other domains have no
scalability, and broader cryptographic requirements remain uncontroversial.

This review also shows an increasing trend in using RL in cryptographic systems, where considerable
improvement has been made in aspects such as adaptability, efficiency, and security. However, operational issues,
including computational costs, sufficient coping capacity, and virtual attacking capability, have not yet been solved,
and more research is needed.

Table 1 concisely compares the reviewed studies, emphasizing the methodologies, strengths, and
limitations. This paper aims to design a dynamic encryption system supported by Al agents based on multi-agent
reinforcement learning (MARL) using the ideas of the A3C algorithm to address the operational issues mentioned
above.
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Table 1. Summary Table of Related Work.

Research No.

Approach (Method Used)

Strength Points

Weak Points or Restrictions

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

Trusted routing scheme using RL and
blockchain for wireless sensor
networks

Generation of cryptographic S-Boxes
using RL

Multi-party adversarial encryption
using RL and generative adversarial
networks (GANs)

Hybrid neural-cryptographic
methodologies for fast key generation

Multi-level approximate Ring-
Learning-with-Errors (R-LWE) co-
processor for loT applications

RL application in side-channel analysis
for cryptographic chip evaluation

Homomorphic encryption for multi-
source data privacy

Optimization of Learning-With-Errors
(LWE) cryptographic schemes using
RL

RL-enhanced cryptographic systems
for the automotive industry

Demonstrated RL’s adaptability and
efficiency in dynamic environments.

Automated optimization of
cryptographic primitives, reducing
reliance on manual tuning.

Enabled adaptive encryption techniques
that are robust against adversarial
attacks.

Balanced speed and security in
enhanced cryptography.

Optimized quantum-resilient
cryptographic methods for constrained
environments.

Improved key recovery efficiency in
security assessments.

Reduces ciphertext processing time,
enabling real-time secure data sharing

Enhanced efficiency of post-quantum
cryptographic systems.

Demonstrated RL’s adaptability for
real-time protocol adjustments in
connected vehicles.

Focused on routing, lacking direct
application to cryptographic algorithms.

Scalability to more significant
cryptographic components was not
addressed.

High computational demands and
challenges in real-world deployment.

Computational requirements hinder
feasibility in resource-constrained
environments.

Focused on hardware implementations
rather than the broader adaptability of RL
algorithms.

Raises concerns about RL misuse to
enable more effective attacks.

High resource consumption limits
scalability in resource-constrained
environments.

Practical applications in diverse
environments were not thoroughly
validated.

Scalability to other domains and broader
cryptographic requirements were not
explored.

3. Proposed Method
This section is divided into four major phases, each with its sub-points. This methodology incorporates

Multi-Agent Reinforcement Learning (MARL) and is based on asynchronous training strategies inspired by A3C.
Figure 3 illustrates the principal structure of the proposed method.

The Main Structure of the Proposed Method

|

TRAINING
PHASE EVALUATION
PHASE
Initializing
environment Conducting
and agents parallel and Testing and
coordinated analyzing
training performance

Figure 3. The main structure of the proposed method.

3.1. Setup Phase

The Setup Phase entails creating the framework of the multi-agent reinforcement learning, which forms the
foundation of further work. The step is realized through the incorporation of conventional cryptographic algorithms,
programming intelligent agents with pre-fascinated roles, and the offering of realistic competitive payoffs to
improve defensive and attacking tactics in extreme circumstances. Such a setup not only spurs the development of
theory in the field but also ensures that the methods can be applicable in other practical uses. The sophisticated
connections between agents, which are integrated into the thoroughly considered environment, offer possibilities to
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improve the cryptographical products, as well as the tactics of attackers, and leave a prospect of creating the second
generation of smart security systems. The structure of the setup phase is depicted in Figure 4.

Setup Phase Initialization

Environment
Initialization

Establishing cryptographic and

system parameters —

Agent Initialization

Defense Agent, Key Management
Agent, and Attacker Agent

Defining rewards for agents

Figure 4. The general structure of the setup phase.

3.1.1. Environment Initialization
The approach that has been proposed begins by establishing a realistic simulation setting of real-life
cryptographic scenarios. The following are basic elements that are incorporated in this environment:

A. Cryptographic Algorithms and Key Management

The environment has the modern industrial cryptographic architecture like the AES, RSA, and ECC, which
offer a wide range of assembly, symmetric, and asymmetric as well as lightweight solutions. In addition, it can
replicate other lifecycle operations, including key generation, key distribution, key rotation, and key revocation, and
therefore, it is easy to dynamically assess key-related vulnerabilities in the various operations to enhance resilience.

B. System Parameters

It also has a configurability of key length in AES, RSA, and ECC, where 128/ 256 has been given as key
strength and speed of AES and 2048/4096 as key strength and speed of RSA, and P-256/521 as key strength and
speed of ECC. The limits of response time are manifested by the authorized response time, which represents realistic
deployment with high limits of performance on the fly. Its structure is indicative of the conflict between the
requirement to maintain the utmost security methods and fulfil operational objectives, which enables to
establishment of the most favorable circumstances under which learning and assessment processes can be organized.

3.1.2. Agent Initialization

The multi-agent system presents three different types of agents, each designed to play an important role in
the ecosystem. These agents allow the dynamic interaction between cryptography protection and adversarial attack,
which reflects the real-world situation:

A. Defence Agent

The system agent decides the most efficient cryptographic procedures in the AES and RSA algorithms and
determines the size and mode of encryption to be used. It transforms strategies of security to enhance better security
measures and security levels. In a brute force attack, the system automatically uses an ECC encryption key with
longer key lengths as a security measure against attacks that require computation techniques.

B. Key Management Agent

This agent is in charge of the key management process of the point of starting the maintenance process,
which is the generation of keys and their replacement. The system will also improve the key handling processes and
maintain the use of resources reasonably to prevent key attacks. When the risk is higher, the agent will trigger an
important key rotation schedule, which will minimize the time that adversaries will have to crack in.
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C. Attacker Agent

This agent provides the counteraction to the system by applying brute force attacks, statistical
cryptanalysis, and side-channel attacks to cripple the system. The primary aim is to test cryptographic defenses and
improve upon the methods of conducting security breaches. With the poor rotation of the RSA keys, the attacker
agent may employ this weakness to carry out effective timing attacks.

The agents get initialized to a combination of random and heuristic policies (exploring the solution space
broadly and exploiting domain-specific knowledge, respectively). This combination of initialization creates a
balance between exploration and performance, which ensures that the strategies of the agents employed are
innovative and realistic.

3.1.3 Reward Structure Definition
The agents are rewarded for achieving real cryptographic objectives in the process of performance.
Rewards are agent-type specific:

A. Defence and Key Management Agents' Rewards

The system rewards effective work of defense and key management agents positively in case they secure
systems and improve the speed of encryption without interrupting systems and keeping keys unbroken. Successful
attacks or poor performance of security roles are punished by the defense and key management agents.

B. Attacker Agent Rewards

The system rewards agents who succeed in attaining breaches without exerting much effort. The system
deducts points when the Attacker Agent fails in its attacks or wastes the power of a computer without any results. A
reward system helps security agents to become stronger as they continuously adapt to more advanced methods of
cyber threats. Attacker Agent refines attacks. Meanwhile, Defense and Key Management agents come up with new
protective mechanisms, such as the manner in which cybersecurity defenders operate to keep up with attackers.

3.2. Training Phase

During the training phase, all agents learn to enhance their methods as a shared team. The framework learns
new cryptographic challenges through parallel training of agents, while enhanced coordination creates stable updates
in an expanding threat environment. The system models an ongoing battle between security teams and hackers to
show how defenses adapt to new threats. Extensive training produces flexible policies that lead directly to
performance testing through evaluation. Figure 5 illustrates the general structure of the training phase.

Parallel
Training

ez ))

TN

Stabilizing @’3 = Asynchronous
Learning 8 Updates
Training
Phase
(m]
Il (a)
o_A
Policy and Multi-Agent
Value Updates Coordination

Figure 5. The general structure of the training phase.
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3.2.1 Parallel and Asynchronous Training
Many simulation environments are started by running at once to help agents learn better from different
situations. Parallel environments allow faster data collection while testing agents across different situations.

A. Parallel Environments

Every simulation environment uses the same essential key management system and cryptography
components while varying some key properties and security levels. Different training conditions improve how
agents learn their tasks. Exposure to various crypto configurations plus attacker behaviors helps the agents become
adaptable to many operational situations.

B. Asynchronous Updates (Inspired by A3C)

The framework uses a shared parameter server for multiple agents to get policy and value function updates
when they work in different environments simultaneously. The system converges faster when the A3C method
updates parameters asynchronously between parallel agents rather than waiting for synchronized updates. The
combined usage of parallel threads leads agents to encounter varied attacks, so they can create universal protection
solutions rather than relying too heavily on one situation. Agents learn to address modern cryptographic threats by
processing data simultaneously as they develop in real-time through continuously updated input data.

3.2.2 Multi-Agent Coordination

Good coordination between agents is essential for multi-agent reinforcement learning processes. The
cryptographic system unites Defense Key Management and Attacker agents, who affect each other's activities
through their actions. Figure 6 shows the interaction of agents with the environment.

O )

State  Action
Key I
Management Reward
Agent
Attacker
Environment Agent
Defense Reward

Agent .

Action State

4

Figure 6. The interaction of agents with the environment.

A. Defense and Key Management Agents

The system uses shared data zones and messaging tools to rapidly exchange vital security data between
defense and key management systems and distribute encryption information and key modification plans. When
threats increase, the Defense Agent can immediately request new keys through the Key Management Agent's
system. The Key Management Agent directs the Defense Agent to modify encryption tools as new keys take effect
to stay protected against increasing security threats.

B. Attacker Agent Observations

Attacker Agent gets explicit environment data to analyze concrete attack capabilities other than
rudimentary monitoring. The Attacker Agent is able to update its tactics based on the active learning of the past
attack results. The Attacker Agent studies all of the defense reactions and uses them to enhance future attacks. The
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Attacker Agent alters the attack techniques on success and failure. The continuous flow of information between the
agents also presents some difficulties that compel the latter to revise their defense strategies along the way. Every
actor is involved in an interrelated system to influence actions and reactions by various agents. The collaboration
between the attackers and the defenders would form a natural evolutionary cycle that enhances the security defense
Tactics and eliminates possible vulnerabilities of both parties.

3.2.3 Policy and Value Function Updates

A central component of this system’s intelligence is derived from Actor-Critic architectures, where each
agent maintains two neural networks: The machine learning system consists of two neural networks - the Actor,
which determines policy, and the Critic, which evaluates value. Through coordinated updates, the networks
strengthen the agent actions that deliver increased cumulative rewards. Table 2 shows a summary of policy and
value network structural parameters.

Table 2. Summary of policy and value network structural parameters.

Parameter Actor (Policy Network) Critic (Value Network)

Number of Layers 4 3

Layer Types Conv2D — Conv2D — Dense — Dense Conv2D — Dense — Dense
Activation Functions  ReLU, ReLU, ReLU, SoftMax (final layer) ReLU, ReLU, Linear (final layer)
Filters / Units 32,64 filters (Conv), 128 & 64 units (Dense) 32 filters (Conv), 128 units (Dense)
Kernel Size 3x3 (Conv layers) 3x3 (Conv layer)

Strides 1,1) 1,1

Padding same valid

Optimizer Adam Adam

Learning Rate 3e-4 3e-4

Loss Function Policy Gradient + Entropy Regularization Mean Squared Error (Value Estimation)

A. Actor (Policy Network)

The Actor network produces an action probability distribution according to present state inputs. Both agents
can perform defense or attack tasks when the Defense Agent selects crypto algorithms or key sizes, and the Attacker
Agent executes brute-force or other real-world attacks. The policy gradient theorem drives the central update:

Vo] (0) = Egry, a~ny[Vologmg(a | s) A(s, a)] (1)
Where:

o VyJ(0) The gradient of the objective function J(8). Tells us how to update the policy parameters 8 To
improve performance.

*  [Es.n,a-n, :Anaverage taken over states and actions sampled according to the current policy 7.
We’re computing the mean effect on performance across all possible state-action pairs the policy
might encounter.

o Vylogmg(a | s): Shows how to change the policy parameters to increase (or decrease) the probability
of picking an action a.

o A(s,a) (Advantage Function) Shows how much better or worse an action is a is compared to the
average action in the state s. If A(s, @) Is high, we boost the probability of a; if it's low, we reduce it.

This formulation optimizes network behavior by selecting actions with higher advantage values and enhancing
successful methods as weak ones disappear.

B. Critic (Value Network)

The Critic network's job is to calculate the state-value function V(s) or the action-value function Q(s, a)
Then, use them to update agent policies. Through this evaluation, the agent determines what impact its actions will
have on the future. The advantage function captures the relationship between these estimations:

A(s,a) = Q(s,a) =V (s) @)
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Where:
Q(s, a) Is the expected return after taking action? a in state s, and
V(s) Is the expected return from the state s Following the current policy.

The Critic’s performance is optimized by minimizing the mean squared error between the predicted value and the
actual return. The corresponding loss is defined as:

1 2
Lcritic((p) = E(V¢>(s) - Rt) (3)
With:
V4 (s) being the Critic’s estimation parameterized by ¢, and

R, = Y K_,v* r,r Representing the cumulative reward (or return) collected over K steps, with ¥ Being the discount
factor.

This loss function is minimized during training to ensure that the Critic provides reliable estimates of the expected
return, enhancing the accuracy of the advantage function used in the Actor’s updates.

C. Asynchronous Gradient Computations

Both main agents and their identical counterparts collect environmental information that includes state,
action, reward, and next-state data from separate environments. We use captured sequences to find gradients that
update the actor and critic models. Each agent sends its calculated gradients to a central server until the next period,
when the server processes all agent updates together. The system allows the agents to gather additional information
as they operate on their own during the asynchronous loop. The framework enhances the rapid response and
experience in developing policies through asynchronous calculation of gradients. The correspondence between the
local agent control and global update logic aids in the attainment of robust learning in complicated dynamic systems.

3.2.4 Stabilizing The Learning Process

Training with multiple agents makes controlling learning stability very difficult. Several techniques are
employed to keep the learning process on track. The gradient clipping features can be added to enable the system to
have stable training. The existence of unstable rewards in breach cases can create huge network updates that can
interrupt the training of neural networks. The clipping process enables the system to reduce the large or small
gradient values, which results in chaotic behavior of the policy. To motivate further exploration and prevent agents
from identifying weak solutions early, the system contains an element of entropy in the computation of losses. This
is the best method of training agents because they can choose various actions to perform. The technique employs
experience batch normalization in order to minimize uncertainty in advantage estimates. The process leads to a
continuous enhancement in training to enhance the rate of learning and make policy changes reliable. The design is
optimal in mixing the outcomes since it establishes precise rates of the learning pace and the amount of review.
These learning environments should be pre-established with caution to prevent agent instability and ensure that
training rates are sufficiently high to obtain the best outcomes. The framework addresses the difficulties of
asynchronous multi-agent learning through well-designed stability tools and optimized settings, which produce
efficient agent training and policies with improved stability. Table 3 reveals the exact values for each
hyperparameter.

Table 3. The hyperparameter values used

Hyperparameter Value
Learning Rate 3e-4
Discount Factor (y) 0.99
Batch Size 32
Gradient Clipping 5.0
Steps per Update 10
Parallel Environments 8
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4. Evaluation And Experiment Results

This section shows the results from our thorough testing of the proposed multi-agent cryptographic defense

framework.

4.1 Experimental Scenarios

Experiments were conducted under four escalating threat scenarios, and each run for 100 independent

episodes to ensure statistically significant results:

1. Scenario A (Baseline Attacks)
Standard brute force attacks and targeted dictionary attacks were tested.

2. Scenario B (Advanced Side-Channel Attacks)

This scenario shows how attackers use advanced side-channel analysis to gain access. It includes methods for

measuring timing and power behavior in the system.

Scenario C (Combined Multi-Pronged Attacks)

This scenario shows attackers using multiple attack methods simultaneously. Three attack approaches are
combined by running simultaneous brute force attacks together with side channel and statistical techniques.

Scenario D (Zero-Day Exploit Simulation)

These case studies examine security protection strategies in the event of new security threats being
encountered. The test authenticates defense procedures with concealed attack methods that are not similar to
the known methods.

The security policies of the defense agent were trained asynchronously by an Actor-Critic; the key management

agent

was also simultaneously trained, and attackers used attack-specific modules.

4.2 Quantitative Metrics

The main metrics that were used to evaluate the system include:

Threat Interception Rate (TIR): This is a percentage of attack attempts that were prevented without any
infiltration. The greater the TIR, the greater the proactive defense of the system.

Response Time (RT): The time interval (in seconds) between the detection of a possible threat and a
defensive response (e.g., key rotation, changing algorithms, or isolating a compromised component). Red
RT means the system is nimble in the prevention of attacks.

CPU Overhead: Our test compared CPU usage between this dynamic cryptography system and a typical
static encryption tool.

Memory Overhead: Comparison of increased memory usage with the necessary system baseline.

Encryption Latency: This is the time (milliseconds) required to transmit data to an encrypted state and back
to a decrypted state.

Key Rotation Frequency: Number of key updates done every minute.
Throughput: This is the count of messages being encrypted or decrypted per second.

Table 4 represents the results of a 100-run analysis of four scenarios. The mean of 100 runs is presented in every
cell, and +- represents the standard deviation.

Table 4. - Summary of the results obtained.

Metric Scenario A Scenario B Scenario C Scenario D
Threat Interception Rate (TIR) 85.0% +2.2 89.5% +25 94.6% =19 97.3% +2.1
Response Time (RT) 24s+0.4 21s+0.3 1.7s+£0.3 1.25+0.2
CPU Overhead 10.5% 1.2 11.7%+14 123% +1.1 13.1%+16
Memory Overhead 82%+1.0 95% +1.2 10.0% + 1.3 10.6% £ 1.5
Encryption Latency 128ms+1.4 145ms + 1.6 159ms+15 16.7ms + 1.7
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Metric Scenario A Scenario B Scenario C Scenario D
Key Rotation Freq. 3.2/min £ 0.6 3.6/min+0.8 4.1/min 0.7 4.4/min£0.9
Throughput 795 ops/s + 45 762 ops/s + 38 728 ops/s + 52 710 ops/s £ 57

Observations:

e Threat Interception Rate (TIR): TIR increases about 85% in Scenario A, up to above 97% in Scenario D.
The system is able to quickly adjust to capture an increasing rate of threats as the system becomes more
susceptible to advanced attacks. Figure 7 illustrates how the values of the interception rate of threats have
been improved in various situations.

98.00%
94.00%
90.00%
86.00%

82.00%

78.00%

Threat Interception Rate (TIR)

B Scenario A M ScenarioB M ScenarioC [ ScenarioD

Figure 7. Improvement in threat interception rate values across scenarios.

e Prompt Response Time (RT): The adaptable defense is agile, and the system can deploy countermeasures
(e.g., switching algorithms or rotating keys) in a few seconds (as low as 1.2 seconds) in conditions with
greater threat, as demonstrated by the system. Figure 8 indicates the increase in the response time values in
the different scenarios.
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Figure 8. The improvement in response time values across scenarios.
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e CPU and Memory Overhead remain within an 8-15% range, underscoring the system’s feasibility for
real-time operations.

e Encryption Latency sees a slight uptick in advanced scenarios but remains under 20 milliseconds,
supporting time-sensitive applications.

o Key Rotation Frequency increases in higher-threat scenarios, reflecting the adaptive policies that rotate or
update keys more often under perceived risk.

4.3 Comparative Analysis With Related Works

In order to put the effectiveness of our proposed system in context, we do a comparison of our best
performance (Scenario D) against three representative existing solutions. Table 5 is a summary of the important
metrics.

Table 5. - Comparison with Prior Works

Threat Interception Rate Response Time
Approach (TIR) (RT) CPU Overhead Key Rotation Freq.  Encryption Latency
[35] 95.3% 24s 8.5% 2.1/min 12.3ms
[37] 95.7% 19s 12.0% 3.5/min 18.2ms
[40] 96.4% 17s 11.3% 3.8/min 17.1ms
Proposed 97.3% 12s 13.1% 4.4/min 16.7ms

(Scenario D)

Figure 9 illustrates a comparison with related works by threat interception rate.
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Figure 9. Comparison with related works by threat interception rate.

The proposed system is more secure as compared to other systems in the past, as it is able to withstand attacks
easily. Moreover, it also has a shorter time of response, which emphasizes the durability of adaptive defense and the
capacity of the system to implement countermeasures quickly in more critical situations. The suggested system
requires 13.1 percent more CPU power and 4.4 rotations per minute of keys to increase the security, but only at a
cost of reasonable extra system resources. Encryption is fast (16.7 milliseconds with more sophisticated adaptive
techniques) in comparison with other solutions.
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4.4 Discussion Of Results

e Enhanced Security vs. Overhead
The analysis shows that the proposed system has a positive trade-off: on the one hand, it makes the system
use a relatively small overhead of 10-15 percent of the CPU and memory load, but, on the other hand, it
elevates the threat interception rate considerably.

e Adaptive Key Management
Dynamic key changing is a method of protection because by changing keys rapidly, networks can be
secured, as the attacker will take more time to get access to important information.

¢ Scalability and Real-Time Viability
The framework is characterized by low encryption time (less than 20ms) and high performance (over 700
operations per second), and is feasible in practice in real-time tasks, including banking transactions and
loT control signals.

e Comparison with Previous Works
Although other previous solutions have slightly lower CPU overhead, they have a lower response time and
intercept rate. The suggested combination of multi-agent RL and adaptive cryptographic controls seems to
provide greater protection at the cost of moderate overheads.

The results of the evaluation reveal that cryptography is very secure with the use of multiple agents trained to apply
the reinforcement learning approach in case of threats that are constantly changing. The approach prevails over other
solutions in both scale and reliability by taking care of the ease with which the system can be modified and the
amount of computing power it consumes. The second step might involve a real-time modification of the
hyperparameters of the system, as well as enhancing the manner in which the members of the system alter
encryption keys to enhance outcomes.

5. CONCLUSION

A multi-agent approach of learning is tailored to integrate defensive mechanisms and the main management
approaches to enhance cryptographic security as cyber threats keep changing. The Actor-Critic parallel
asynchronous method allows the Defense and Key Management agents to get to know improved ways of selecting
the algorithms, replacing keys, and allocating resources as cyber threats emerge. The Attacker Agent carries out
diverse attack tactics to test the vulnerabilities of the system and creates an active hostile position that drives the
attackers and defenders to enhance their security measures. The analysis of the framework and its testing has shown
that it can prevent attacks by mitigating the possibility of failure and taking longer to protect access to the system
against zero-day and combined exploit techniques. It demands more resources of the CPU and memory; however,
the enhanced security protection makes the additional demands worth the use. The system creates more defense
mechanisms, which guard against future attacks through the constant interaction between active defenders and
persistent attackers. The proposed multi-agent system advances and expands current cryptographic defenses and
demonstrates the way to construct more intelligent and comprehensive security systems. Future research can
consider that the integration of learning methods with meta-learning, as well as transfer learning, can result in
quicker policy modification and customized security strategies. Using the solutions of MARL on cryptosystems,
more secure communication protocols will be constructed, and new criteria of cybersecurity will be created.
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