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Article history: The incorporation of technology into our everyday lives and
. medium-sized corporations has become obvious, as most businesses
EES/?SIZSdN?)SL 1105 3833 cannot operate without the_ use (_)f technqlogy. This has resulted in
Accepted Dei: 1’202 4 weaknesses and shortcomings in security. The_lgyered proto_col
n model of Open System Interconnection (OSI) divides networking

duties into layers and specifies a collection of offerings for each
Keywords: component to be offered separately. The protocol's design allows
services to be realized for various levels; however, no direct

SSI Il_e\_/el communication between nonadjacent layers is allowed because the
esolltion architecture prohibits such an action; communication is also
Challenge

restricted to carrying out calls and replies between adjacent layers.
The smart grid's expansion of distributed energy resources is
increasing, causing solar distribution to extend network attack
surfaces. As a result, there is a mismatch between implementation
and adequate knowledge of security in communication needs.
Nowadays, the literature lacks protocol level susceptibility, solution
map, and assaults to all layers in the logic model, as in Open
Systems Interconnection (OSI) stacks inside vendors sporting
proprietary approaches to mitigate attack host. This paper examines
the primary vulnerability, viable remedy, and attack level of wind
and solar protocol. As a result, our study provides a starting point for
vendors, utilities, aggregators, and new manufacturing investors to
develop a basic understanding of the safety problem, which is a
prerequisite for understanding securities requirements.
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1. INTRODUCTION

The incorporation of distributed energy resources (DER) such as solar and wind into smart grids is presently
increasing. This device is outfitted with actuating and sensing devices such as a smart inverter, data collection
controller, and phasor measuring unit with metering structure. The device multiplicity utilizes several
communication systems with media to communicate data to utility instructions and the command- and control center
through a control signal of gotten waveforms.
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The Open System Interconnection (OSI) layered protocol model divides networking duties into layers and
defines a collection of services for each component to be provided separately. Asdaque proposed a cross-layer
design that deviates from the reference architecture by permitting direct contact between protocols on different
levels. It also allows variables to be shared between levels, which increases wireless transmission effectiveness [1].

Ajala and Thaier illustrate the integration, execution, and arrangement of secure communication links between
business spread while considering a flexible multipoint virtual private network and maintaining the previously
mentioned link to IP security in order to secure corporate business networks [2].

In order to safeguard OSI, Ramtin and Uzzam also stated the physical layer. They investigated whether
independent wireless carriers can effectively collaborate using software-defined wireless networking to achieve
secret wireless interactions and optimise useable performance in a highly saturated frequency while maintaining
physical-layer security-allowed secrecy [3]. Because of their restricted computational processing capacity, fifth-
generation (5G) and beyond fifth-generation (B5G) cellular networks are vulnerable to spying attacks. In a scenario
involving two people operating over fading channels, the concealment performance of Adrian and Brandon's
proposed power-domain non-orthogonal multiple-access systems affected by imprecise sequential interference
cancellation is evaluated [4].

In the Internet of Things, wireless sensor networks (WSN) serve a key role in improving the general flexibility
of industrial resources and thus boosting effectiveness. (IoT). Muhammad and Zurina propose efficient data link
layer security algorithms for WSN and 10T -based systems [5].

In contrast to a grid that only uses the cloud, fog computing uses both clouds and end devices to collect,
process, and act on data locally at the edge for low-latency applications before sending it to the cloud for more
complex operations. It also offers enhanced efficiency and seamless integration, better scalability, visibility, and
greater availability. Fog computing on smart grid systems is a suggestion made by Anzalchi [6].

The rising ubiquity of sensing and communication acting, matching susceptibility that might propose that
climbing [6-8]. The vendor's deployment of numerous tiers of protection through proprietary approaches [9-12]
demonstrates the absence of security needs for DER in the present and emerging situation. Mission impact analysis
(MIA) aims to make it easier to combine military or commercial operations with cyber protection. The MIA model
was created by Alexander Kott, who also created methods for building and validating models that are affordable
[10]. As a consequence, remote DER's commitment to standards and interoperable concerns that now impact
consumers has little to no truth. Usingtruerd-party vendor for monitoring and analytic visualization, which relies on
a communications connection with no encrypted security safeguards [13-18] several drawbacks of current methods
to DER security, such as the smart inverter, were uncovered and presented via multiple interviews with large
utilities. When there is a high degree of vulnerability, there is no encrypting of communication from the switchgear
to the control center, which is often focused on servicing security shortcomings [19-21]. This book contains
substring contributions such as the present literature's flaws and tries to bridge the gap between an extensive study,
assaults, and remedies. Furthermore, this study gives roadmaps to assure successful DER security via suggested
compliance papers that include the most fundamental features of safe control. Such documentation might
accompany certain IEEE and other organizations' development standards to secure DER information and the
communications substructure. The rounded intangible distributions of astute grids in communication design that
include all devices from the grid's edges to control and directives are distinctive of the inadequate work. This
conventional and well-understood map of protocol requirements on communications controller’s protocols and
internet protocols (TCP/IP) substrates to exposed system interconnected (OSI) essential references. This will act as a
single point of reference for industry and research members in the connected subject. It formerly contributed
significantly to the literature gap by giving thorough documentation to the sectors and gathering all DER
weaknesses for wind turbines and PV. The identification of holes in DER communication security needs the
accomplishment to provide a defensive layer model capable of resolving the identified gaps. The flow chart in
Figure 1 summarizes the effort.

100



Dijlah Journal of Engineering Sciences (DJES) Vol. 1, No. 3, December, 2024, pp. 99-107
ISSN: Printed: 3078-9656, Online: 3078-9664, paper ID: 19

Ientfy TCPIP Igentfy TCPIP Wind
PV system i TCPIIP to O8I Stack Protocol Map . Turbine
Protocol used Protocol used

For Every Map Layer For Every Map Layer
Survey Key Potential
Survey Key Apply for all Type of DER Attacks
Succesibility .

Derive DER Security $

Requirements Survey Key
Current Solution

Identify Requirement not
Addressed by solution

Address the Gaps

Apply ihe Model to DER Apply the Model to DER

Suggested Model to
identify the Gap

Figure 1: Flow Sequence of Research Efforts

Wind turbines and PV are only included in DER approaches, and their privacy must be respected in the
distribution field per NIST's smart grid design. The phases of the sequence of activities, methods, or techniques of
TCP/IP frameworks and DER interact with different protocols and devices at each layer to collect all protocols.
Since the architectural model is well known, mappings between the OSI layer and recognized protocols are
conducted for more extensive inspections. The DER is assumed to prevent these assaults at all commons that depend
on protocols, regardless of their kind, attacks, flaws, or remedies. As a consequence, the collective examines all
layers of threats and vulnerabilities, resulting in synthesis to drive the various wind DER and PV security standards
that negate the solution that should fulfill them. To demonstrate how these gaps can be filled, an analysis of existing
solutions that meet all criteria, as well as the disparity in these systems' competencies, is conducted. In addition, to
meet the unmet security need, the design approval process through the test case is performed for the recommended
model. The OSI acronym stands for open system interconnections, which was developed by international
organizations in 1980 [7, 18]. The architecture of this system is made up of seven levels, each of which performs a
distinct role. As shown in Figure 2, these layers collaborate to convey information from one individual to another
through globality [22-25].
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Figure 2: Network OSI Model Layers Explained

This study examines the first four OSI layers, which are physical, transportation, networks, and information
linkages. Additional layers, such as further synthesis, are planned for future study when this idea is completed. Part
two is in the works, and will include the decision of co-decision substructure using the e in wind and PV distribution
with authorities, as well as the routing protocol map between the OSI and TCP/IP models. Part 3 is an overview of
the key flaws of DER communication methods. Section 4 depicts the possible cyberattack caused by productive
maltreatment. Section 5 includes the conclusion of the paper.

2. MATERIALS And PROCEDURES

DER and PV communication substructures are being investigated for interoperability.
With effectiveness CCC in the communications network and the primary susceptibilities being discrete and
abbreviated. As a practical implementation of current theories known as OSI reference models, the most current
smart grid device communication utilizes an avionics layer protocol that runs on TCP/IP stacks. As shown in Figure
3, the linkage seen between the OSI model and the TCP/IP stack must be grasped further to understand how these
protocols function.
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Figure 3. The map between TCP/IP stacks with OSI rudimentary reference prototypical

TCP/IP stacks are acknowledged as a metamodel for network connection for all purposes in the OSI model,
and they are more effective in abstracting communications. The development of the internet is mostly focused on
linking devices and TCP/IP stacks for point-to-point communication. compare-user user applications, data must be
formatted, fragmented, coded, decoded, packed, sent, and received. As a result, the previous OSI model is inflexible
in terms of the established levels and is inapplicable to the internet's network. In addition to the physical layer in
OSI models, the network interface layers in TCP/IP stacks correspond to the data link. The internet layers, like the
OSI network levels, perform responsibilities that are eclipsed by the transport layers allocated to each tour to make a
connection, construct an interface, and preserve context with any application, the OSI model divides the
presentation, session, and application layers. These services merge the TCP/IP stacks into a single layer called
"implementation” in both the TCP/IP and OSI models, which are explored under security. Corporeal security
devices with broadcasting admission limits may filter the network border layers as well as the duplicated private
network at internet levels hidden by security socket layers. Finally, there are hosted firewall and proxy layers. These
levels of security are insufficient to withstand sophisticated attacks on humans or the emerging persistent danger.
This research recently provided a paradigm for security in TCP/IP stacks by examining the usage of 512-bit block
ciphering and increasing internet-controlling message protocols by leveraging vacant bits in the validation portions
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of ICMP packets. The physical layer of OSI models protects network equipment against physical attacks such as
fire, cutting, manipulation, water, and signal disruption caused by interference. Backup and restore and role-based
access control are two for assuring layer security, and the data connection layers are prone to tree attacks. In the
transport layer and network, technologies such as intrusion prevention systems (IPS), intrusion detection systems
(IDS), swaps, and access restrictions were utilized to mitigate assaults such as denial of service and unauthorized
access. The primary threats to the presentation and session levels are account access and unauthorized data, which
may be managed by authentication and encryption techniques. The application layer attack included but was not
limited to, malware entrance and exploit malicious code and social engineering inoculation. A complexity-based
security solution may mitigate this attack to some extent, but it might be significantly enhanced by upgrading the
models using approaches such as regular version updates, limited backdoors, training, and awareness. Figures 4 and
5 demonstrate the distributed PV, which may interact with its effectiveness in a variety of ways. The arrangement is
orthogonal, with a grid-edge device on the bottom and the CCC application on top. Dispersed PV devices include a
smart inverter and a manufacturing meter that record the energy provided by the systems versus the haggard
energies from grids at points of interaction or prevalent coherence, micro- or high-frequency disruptions, and plant-
level control that communicates directly with SCADA. A contactor, capacitor bank, switch monitor, and load tap
changer are examples of intelligent electronic devices that may vary in frequency and voltage.
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For each layer of the manifolds protocol, different protocols are used at multiple spatial levels. The

semantic and economic backdrop layers of the GWAC interoperable stacks extend the grid-wise susceptibility study
and the OSI architecture by seven levels. The major qualities of each layer are summarized in Table 1.

Table 1. DER Communications-Levels Susceptibilities Layer

Layers The number Protocol Smart Grids Standards Susceptibilities
of layers layer
Physical 1 UTP, DSL, RS Network, Hardware Hardware's theft,
232, Optic fibers | Edges, Fields data, wiretap
Data link 2 Ethernet Fields, Edges |EEE 802.1 VLAN, remote
IEEE 802.3 access, control,
switching
Network 3 ARP, 1Pv4, Fields, Edge IETF TCP
IPv6, ICMP Sequencsessionssion,
Transport 4 UDP, TCP All DARPA, TCP Sequence, port
IETF scan

Table 2 provides a quick overview of existing prevention techniques for different assaults that may
leverage these vulnerabilities.

Table 2. Communication-Level Attack and Current Solution Layer

Layers The number Protocol Potential Attack Current solution
of layers
Physical 1 UTP, DSL, RS 232, Data slurp, steal data, USB block,
Optic fibers wiretap, physical asset, cryptography of
obstruction data storage
Data link 2 Ethernet Field, Edge Network
segmentation,
physical
protection, port
security
Network 3 ARP, IPv4, IPv6, Field, Edge Packet filter,
ICMP firewall, proxy
Transport 4 UDP, TCP All ARP modifying, IP
addressed
authenticated

3. RESULTS AND DISCUSSION

The inadequate at assault has been experienced at every layer, as demonstrated by several incidents in the
literature, such as the MAC flood that attacked any device in DER contexts. Authentication of access points and user
ethernet in the data link layers, such as control schemes, switches and routers, smart meters, and synchrophasors in
the organization of contributory infringement, the most effective current methods that have been advocated by
industries to combat natural assaults are unoccupied port security and predefining the MAC address numbers on
specified switch ports. An attacker may frequently improve unwanted network access on the IP address monitored
device by modifying the header information of the IP address providers. It is now advised that the router's IP filter
be used to map the income traffic interfaces to the design interface of IP address sources given in the MAC address
table above. Rahim, on the other hand, introduced cross-layer design to allow for the coordination, interaction, and
joint optimization of protocols traversing several layers in addition to maintaining the characteristics related to the
original layers [1]. [3] Recommended using wireless networking's physical-layer-based software to implement
secure communication over wireless networks. Many intrusion detection inline block tools and prevention systems
are capable of detecting malicious ARP packets to guarantee the reliability and integrity of MAC addresses. Packets
in the DER device repeat the standard observe attack, where the set points command is combined with other changes
requested for originality from the client application via UDP or TCP cloud, which may intercept and alter. Because
these requests and directives must be unencrypted to be realistic, this assault is dominant. This effort is being carried
out completely by the federal alternative fuels greenroom, which conducted the survey, collated the data, and
produced the papers. In addition. The Operational Coalition for Renewable Energy improved and wrote this work.
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The viewpoint represented in this report does not necessarily reflect the viewpoint of DOE, although only limited
efforts for guidance and mentoring were sponsored locally via grants.

The lowest-level protocol scrap metal in DER categories runs on TCP/IP stacks and has been transferred
from these stacks to OSI models, leading to a new theoretical security concern and a solution.

4. CONCLUSION

This article describes the existing structure of DER authentication and encryption at distributing smart grid
levels, with an emphasis on OSI layers four through eight. In DER domains, the lowest-level protocol castoff runs
on TCP/IP stacks and has been translated from these stacks to OSI models, resulting in a fresh theoretical security
problem along with a solution. Depending on the evaluation, the highest-level summary of various advanced
security control requirements drives to ensure that DER communication and information security has been properly
examined and discussed. The current system has conflicting needs for executing inadequate gains and social
engineer assaults, which leverage technological weaknesses and anthropomorphic faintness to identify and respond
to these attacks on layers 1-4. More study is required in the future to fine-tune this model, which will raise the
protocol's sensitivity to assaults and potential attacks in the existing OSI layer solution.
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