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 The increasing complexity of cyber threats has underscored the constraints 

of conventional Intrusion Detection Systems (IDS) and the need to have 

more flexible and intelligent security systems. The growth of artificial 

intelligence (AI) has made automated threat response, real-time analysis, and 

learning in the field of intrusion detection a focus. The review paper related 

to AI-driven IDS published between 2023 and 2025 have been examined, 

and efforts have focused on the hybrid metaheuristic model, machine 

learning, and deep learning. Well-known datasets, including CICIDS2017, 

CICIDS2018, UNSW-NB15, and NSL-KDD, have been tested on their 

appropriateness in measuring the performance of a system. It is reported that 

hybrid deep learning metaheuristic structures have a higher detection 

efficiency and flexibility than fifteen modern models, but these are reported 

to be highly computational. The future research direction is presented, 

including the explanation of AI to enhance transparency, the creation of 

lightweight IDS that can be implemented in the conditions of the IoT, and 

the enhancement of adversarial attack resistance. Overall, AI-based IDS may 

be deemed as a serious breakthrough in intelligent, scalable, and resilient 

network security. 
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1. INTRODUCTION  

As the internet rapidly expands and technologies like big data and fog computing evolve, cyber-security threats 

are becoming more complex. The conventional defenses, such as firewalls and intrusion detection systems, 

cannot keep up, and artificial intelligence (AI)-based defense is needed to proactively defend against and attack 

more sophisticated attacks [1].Deep Learning (DL) has revolutionized AI applications in image, speech, and 

facial recognition and can deliver more data exploitation and performance  [2].Another significant breakthrough 

in cyber-security over traditional ML is that DL helps in the detection of malware and behavioral analysis. 

Machine Learning (ML) promotes its potential to an enormous degree; however, its utilization based on the 

manual extraction of features demonstrates two significant limitations. The handcoded feature used in the case 

of the malware detection using the ML might jeopardize accuracy and efficiency because they take into account 

known features only and fail to take into account the threats that are not known  [3].Therefore, the value of ML 

greatly depends on the correctness of the feature extraction. The aspects of deep learning enhance cyber defense 

by discovering hidden patterns in unstructured data, as such, enabling the detection of new threats and advanced 

attacks, especially in the context of growing internet connectivity throughout IoT[4].The emergence of cloud 

computing has intensified the demand for security platforms, and the study of malware behavior is therefore 

necessary to enhance conventional security solutions, particularly due to the complexity of cyber-security data 

[5].ML Leading automated analysis of behavior with insightful features Extraction in the face of network 

packets itself is the basis of the development of advanced intrusion detection. ML at its most basic level gives 

computers the power to learn and adapt automatically without human intervention [6].The contribution of this 

paper can be summarized as follows: 
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•Providing a comprehensive overview of machine learning and data mining techniques used in 

intrusion detection systems (IDS). 

• Presenting an overview of the datasets employed for evaluating the performance of IDS. 

 

2. ARTIFICIAL INTELLIGENCE OVERVIEW 

The introduction of Artificial Intelligence (AI) in the information security area is gaining ever more 

importance because of its capacity to handle a lot of data, find patterns, and define possible threats effectively 

[7]. The traditional security controls also tend to be ineffective against the most recent and evolving threats, 

such as zero-day vulnerabilities, and AI-based security tools have the potential to adjust them based on new and 

unknown ones with the help of learning data. Decision making, improved intrusion detection, and containment 

of malicious actions are some of the advantages of AI. Its predictive mode also enables the real-time 

anticipation of the threats as well as its reaction and also reduces the false positives that are typical of the 

conventional security measures [8]. These features make AI immensely add to the resilience and adaptability of 

the information protection systems. The AI technologies constitute a set of diverse strategies that prove rather 

useful in the context of information security. 

•Machine Learning (ML): It is a type of algorithm, which enables computers to acquire data and learn 

on their own, without a programming code, which would enable them to improve the recognition and 

classification of possible threats [9].  

•Deep Learning (DL): Well-developed neural networks, capable of operating with huge amounts of 

data and learning during the course of their activity in a manner similar to that of a human brain when trying to 

find a complex pattern  [10]. 

AI enhances information security through real-time monitoring and learning, while combining 

metaheuristics with learning models improves detection accuracy and generalization [11].Benefits of 

Metaheuristic Algorithms in Threat Detection  [12]: 

•Optimization: Metaheuristic algorithms can be used to solve complex problems that are hard to solve 

by the conventional methods.  

•Automation: These algorithms have been able to automatically control the parameters used in the 

detection, and so the human factor has been eliminated, thereby increasing the speed and reliability of the 

detection process. 

•Speed: They tend to converge faster to useful solutions, which is important in a situation where threats 

need to be detected and solved immediately. 

 

2. 1 Machine Learning  

(ML) is a field where computers can estimate the solution to problems and predictions even without 

being programmed, by utilizing past data. This section provides an overview of ML paradigms, classifications, 

and architectures. The variety of algorithms incorporated in ML is wide, and their complexity and aim differ, 

and they are generally separated by the type of task they perform or the channel by which they perform it. The 

algorithms within the ML discipline are commonly divided into four general categories: supervised, 

unsupervised, semi-supervised, and reinforcement learning (RL).There are other subcategories that have also 

come up in order to cover more particular or intricate learning situations [13] [14]. 

 

 
 

Figure 1. Main types of ML [15]  
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Table 1. ML techniques   [9] [16]  

  

ML techniques    Description 

Supervised Learning Is a method that takes labeled data to map inputs to outputs to solve classification 

and regression problems. 

Unsupervised Learning: This is a type of learning that detects regularities in unlabeled data and is applied 

in clustering, dimensionality reduction, and association learning. 

Reinforcement Learning 

(RL): 

It learns by interacting with the environment by trial and error.  Semi-Supervised 

Learning: It involves the use of both labeled and unlabeled data to enhance model 

performance. 

 

 

2. 2 Deep Learning  

(DL) is a specialized sub-field of Machine Learning that speculates on representation learning, 

consisting of multilayer transformations, enhancing accuracy in detection and prediction tasks. DL-based 

systems are also being employed in information security to automate the process of threat detection and improve 

their functionality as time progresses [17] [18] 

 

 
 

Figure 2. NN VS DNN [19] 

 

 

 

 
 

 

Figure 3. Metaheuristic algorithms classification  [20]  

 

Metaheuristic algorithms are advanced global optimization techniques that balance exploration 

(searching the solution space) and exploitation (refining promising regions), inspired by the social and collective 

behaviors of organisms such as birds, fish, and ants. These algorithms have demonstrated significant 

effectiveness in addressing complex real-world optimization problems [21]. Metaheuristics are classified into 

four main categories evolution-based, swarm intelligence-based, physics-based, and human-inspired algorithms 

according to their sources of inspiration. In the domain of cyber-security, integrating artificial intelligence, 

machine learning, and deep learning with metaheuristic algorithms has proven effective in enhancing cyber-

attack detection [22]  [23] . 
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3.DATASET 

 For an algorithm to learn, a dataset serves as a collection of data used to train the model, where the 

training data consists of pre-labeled classes. The following are the publicly available datasets commonly utilized 

by researchers to evaluate and experiment with their proposed intrusion detection approaches: KDD CUP 99, 

NSL-KDD, UNSW-NB15, CICIDS2017, CICIDS2018, and ToN_IoT (refer to Figure 4). Therefore, the 

following sub-section presents a report on the dataset and the attacks [24]. 

 

 

 
 

Figure 4. Data Network [24]    

 

3. 1 The KDD CUP 99 

introduced by MIT Lincoln Labs in 1998, is one of the most extensively employed benchmark datasets 

for the evaluation of intrusion detection systems, particularly those leveraging artificial intelligence techniques 

[25].It comprises nearly five million records divided into training and testing subsets, with approximately 80% 

of the data corresponding to malicious activities. The dataset is organized into normal traffic and four primary 

categories of attacks Denial of Service (DoS), User to Root (U2R), Remote to Local (R2L), and Probing 

encompassing 22 distinct attack types. All records are represented by 41 attributes, which characterize different 

aspects of network activity, such as basic attributes of connections (e.g., type of protocol, duration, and service), 

content-dependent aspects (e.g., failed login attempts and urgent packets), and statistic traffic characteristics 

(e.g., frequency of connections within a given time interval). All these aspects present a holistic description of 

the work of the network, thus forming a vital basis of training and testing machine learning models in the field 

of intrusion detection  studies [26] . 

 

3. 2 The NSL-KDD  

was proposed to overcome a number of drawbacks of the original KDD CUP 99 dataset, especially the 

problem of redundancy and imbalance. Compared to its predecessor, it does not have redundant records, and it 

also shrinks the data, making it easier to execute and analyze machine learning algorithms. Just like KDD CUP 

99, NSL-KDD has 41 extracted features, which are basic, content-related, and traffic-related features, but it 

includes binary features that represent the existence or the absence of certain attributes found in network 

connections. These binary attributes make the dataset more representative of the various types of attacks, 

reducing the bias on the most frequent classes and allowing a more reliable and accurate evaluation of the 

intrusion detection models [27]  [28] . 

 

3. 3 The UNSW-NB15  
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created with the IXIA Perfect Storm tool, was created to have a more modern and holistic benchmark 

of intrusion detection research that overcomes some of the shortcomings of previous datasets, like KDD CUP 99 

and NSL-KDD. It also has modern attack scenarios and closer-to-life traffic patterns, as opposed to its 

predecessors, which makes it very applicable to the present use of cyber-security. The sample size is 175,341 

normal records and 82,332 anomaly records; the attack types are worms, shell code, reconnaissance, generic, 

exploits, denial of service (DoS), backdoors, and analysis. Each record is attributed to 49 features capturing 

various facets of network traffic, such as basic connection information (e.g. IP addresses, port numbers, protocol 

type, and connection flags), information about content (e.g. number of bytes transferred, connection length, and 

packet counts), and characterizations of statistical flows (e.g. These characteristics allow modeling and testing 

machine learning models to detect intrusions in contemporary network settings in a detailed and realistic manner 

and understand network activity [29]  [30] . 

 

3. 4 The CICIDS2017  

The dataset includes attack scenarios recommended in the 2016 McAfee report namely Distributed 

Denial of Service (DDoS), Botnet, Infiltration, Web Attacks, Heartbleed, and Denial of Service (DoS)and 

employs B-Profile and Alpha-Profile systems to model user behavior and attack simulations. To ensure realism, 

it adheres to 11 evaluation criteria, including full traffic capture, protocol diversity, and labeled ground truth. 

CICIDS2017 comprises 78 extracted features that represent various aspects of network traffic, including basic 

connection attributes (e.g., IP addresses, ports, and protocol types), content-related properties (e.g., transmitted 

bytes and packet counts), statistical flow measures (e.g., packet length and inter-arrival time distributions), 

connection-based behavior (e.g., frequency of connections per host or service), time-related indicators, and host-

based attributes . This rich feature set provides a realistic and detailed representation of network operations, 

making CICIDS2017 a widely adopted dataset for developing and evaluating machine learning-based intrusion 

detection and cyber-security solutions  [31] [32]  [33]. 

 

3. 5 The CICIDS2018 

 developed through collaboration between the Canadian Institute for Communications Security 

Establishment (CSE), extends the scope of its predecessor, CICIDS2017, by providing a more comprehensive 

and diverse representation of modern network traffic. Collected over a period of ten days (February 14 to March 

2, 2018) within an Amazon Web Services (AWS) environment, it incorporates multiple topologies and larger 

volumes of data to enhance realism. The dataset includes a wide range of attack scenarios, such as brute-force, 

denial of service, Hulk, , Heartbleed, web-based attacks , infiltration from internal networks, botnets, and 

distributed denial of service (DDoS) with port scanning. Each instance is described by 79 extracted features 

covering basic connection attributes, content-related properties, statistical traffic characteristics, and behavioral 

and time-based indicators, as well as host-based and flow-level insights. Owing to its scale, diversity, and 

realistic design, CICIDS2018 is regarded as one of the most complete and representative benchmark datasets for 

evaluating machine learning approaches in intrusion detection and cyber-security research [34][35]  [36] . 

 

3. 6 The TON_IoT 

represents a next-generation benchmark for Internet of Things (IoT) and Industrial IoT (IIoT) cyber-

security research, particularly for evaluating artificial intelligence-based detection and defense systems. It 

comprises heterogeneous data sources, including telemetry from IoT and IIoT sensors, operating system logs 

from Windows 7/10 and Ubuntu 14/18, and network traffic datasets. The data were collected from a large-scale, 

realistic testbed at the IoT Lab of UNSW Canberra Cyber, incorporating virtual machines, physical systems, 

cloud and fog platforms, and diverse IoT/IIoT devices to replicate the complexity and scalability of industrial 

networks and Industry 4.0 environments. Data collection was performed in parallel to capture both normal and 

malicious activities across the network. The dataset includes multiple feature types, such as sensor 

measurements, network communication attributes, device metadata, time-based indicators, contextual features, 

and derived features, providing a comprehensive representation of IoT/IIoT operations. This rich and diverse 

feature set makes TON_IoT particularly suitable for developing and evaluating AI-driven intrusion detection 

and cyber-security solutions in connected and industrial environments [37]  [38] . 
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Table 2. Characteristics for building an ideal Data [24] 

 

Characteristic Description 

Network Configuration It means possessing full knowledge regarding the network topology of the connection of the 

networking devices within the testing environment to ensure that real-life attack scenarios are 

simulated. 

Network Traffic It means that all the network packets exchanged between the host, destination, firewall, and web 

applications are captured to be analyzed into flows and generate datasets. 

Labeled Dataset The process of attaching the data instances observed in the network traffic to fully understand the 

network interaction is referred to as tagging. 

Network Interaction It is the possession of the full history of network communication that occurs both in and out of the 

network. 

Capturing the Traffic It means that the functional and non-functional network traffic is captured to measure the DR and 

FPR of the IDS. 

Protocols The best dataset must consist of all the communication with different protocols, both normal and 

malicious. 

Attacks The dataset must encompass a wide range of up-to-date attack categories. 

Anonymity The packet header information and that of the packet payload should be included in the dataset. 

Heterogeneity The data must be gathered based on divergent sources to encompass all the aspects of the process 

followed to identify the attacks. 

Features The dataset should include a comprehensive and clearly defined set of features to accurately classify 

the attack. 

Metadata The dataset must include concise, complete documentation of the testing environment, attacker and 

victim system architectures, and attack scenarios to ensure reproducibility and accurate evaluation. 

 

 

4. Literature review 

AI development has enabled real-time analysis and decision-making on large datasets, crucial for 

information security, reducing the time, cost, and reliance on human expertise for threat detection [8].AI has 

become vital in information security, enabling accurate analysis of large data, prediction and prevention of 

attacks, and adaptive responses to evolving threat patterns [39].Using AI in security presents challenges, as it 

requires large datasets and intensive processing, while false alarms and delayed responses can undermine system 

efficiency and user trust [39] .Asiri et al (2023) [40], The HMFS-SDLCAD model was introduced for IoT attack 

detection, combining metaheuristic feature selection with Stacked BiGRU, and was shown to outperform 

existing methods in real-time detection. An et al (2023) [41] ,V-CNN The CNN model was created to detect 

vulnerabilities, with a 98% accuracy rate, and it significantly surpasses RF, which is further moving AI to cyber-

security. Lucky et al (2023) [42], A distributed architecture based on lightweight was suggested to identify and 

forestall DDoS attacks at a rate of more than 99.9%. Ok, a strong feature selection technique was used that 

tested both CICIDS 2017 and 2019 and only needed 7% processing and no network overhead, which shows that 

effective and quick DDoS response is possible. Soliman et al (2023) [43] ,A DL-based IIoT IDS was trained, 

where SVD was employed to reduce the number of features and SMOTE was used to tackle the imbalance issue, 

which resulted in 99.99% binary and 99.98% on the ToN-IoT 99.98% three-class accuracy. Psychogyios et al 

(2024) [44], A DL model combining CNNs, LSTMs, and attention was introduced for IDS, achieving near real-

time performance and improving F1 by 8% over standalone LSTM on UNSW-NB15.Atawneh et al (2023) [45], 

BERT and LSTM models of DL were employed, and their results showed that they could detect phishing at 

99.61%, which demonstrates their capability to improve the field of cyber-security.   Asiri et al (2024) [46] ,A 

BiLSTM with attention was tested to improve real-time phishing detection with an accuracy of 99, and WeAS 

was observed to be the best choice of decision strategy. Sharmaet al(2023) [47] ,A hybrid model combining 

MLPs and decision trees (DTs) was proposed for real-time intrusion detection. It was found to outperform 

traditional methods, showing higher accuracy, fewer false positives, and strong potential as a future cyber-

security solution .Butt et al (2023) [48] , Phishing was examined using cloud-based ML and DL technologies. 

The trio of SVM, NB, and LSTM were seen to be highly accurate, with the SVM standing at 99.62, presenting 

the prospect of a hybrid ML method in bolstering email security. Awajan et al (2023) [49] , A four-layer fully 

connected neural network was created as a DL-based intrusion detection system for IoT devices. It had an 

accuracy of 93.74% and was able to identify Blackhole, DDoS, Opportunistic Service, Sinkhole, and Wormhole 

attacks and was resource-efficient with a detection rate of 93.21.Kasongo et al (2023 )  [50]  ,XGBoost-based 

feature selection combined with RNN models was shown to reduce feature dimensionality and improve 

detection performance, achieving 88.13% accuracy on NSL-KDD and 87.07% on UNSW-NB15 with minimal 

computational cost. Dalal et al  (2025) [51] , A hybrid IDS using GWO and BPR was proposed, where GWO 



Dijlah Journal of Engineering Science (DJES)                                           Vol. 3, No. 1, March, 2026, pp.225-236 

ISSN:  Printed: 3078-9656, Online: 3078-9664, paper ID: 126 

231 

 

was used for feature reduction and BPR for classification, achieving up to 99.88% accuracy on NSL-KDD and 

UNSW-NB15, proving effective for real-time detection. Zaman et al (2025) [52] ,It has been suggested that 

Deep Cyber-IDS is a deep learning-based system employing CNN, GRU, and LSTM to process raw network 

traffic without feature engineering. Accuracies of up to 99.84 were obtained on NSL-KDD, UNSW-NB15, and 

SmartGrid datasets with great F1, precision, and recall, and relatively low processing times (469 ms to 53 s), 

which are appropriate in real-time monitoring. 

 

Table 3: Literature review 

Author(s) Methodology Datasets Used Advantage Limitation 

An et al., 

(2023) 

CNN detects 

vulnerabilities from 

preprocessed data. 

 

Public vulnerability 

datasets: ~10,000 CVE 

instances and ~5,000 

CWE instances. 

High accuracy (>95%), 

scalable to large codebases, 

automates detection, adaptable 

to different datasets. 

Performance depends 

on data quality, 

CNNs are complex to 

implement, limited 

interpretability 

 Lucky et al., 

(2023) 

Lightweight decision 

tree for fast DDoS 

detection. 

CICIDS 2017 and 

CICIDS2019 data 

Accuracy >99.9%Low CPU 

usage No network overhead 

Only DDoS 

Limited datasets 

Soliman et al., 

(2023) 

Features reduced by 

SVD, balanced with 

SMOTE, classified 

using ML/DL. 

ToN_IoT Very high accuracy, handles 

imbalance, reduces features 

Data-dependent, 

computationally 

heavy 

Atawneh et al., 

(2023) 

 

Deep learning (LSTM, 

BERT) with NLP-based 

feature extraction. 

Phishing & benign 

emails. 

Very high accuracy (99.61%). High computational 

cost; may overfit on 

small datasets. 

Sharmaet al., 

(2023) 

 

Hierarchical attention 

hybrid deep learning 

model for email spam 

detection. 

Spam and legitimate 

email datasets (text-

based). 

high detection accuracy; 

captures contextual information 

via hierarchical attention. 

Requires significant 

computational 

resources; may 

overfit on small 

datasets. 

Kasongo et al 

(2023) 

RNNs with XGBoost 

for efficient intrusion 

detection. 

NSL-KDD UNSW-

NB15. 

Efficient, captures temporal 

patterns, good accuracy. 

High training time, 

GRU less accurate on 

some datasets, may 

struggle with unseen 

attacks. 

Awajan et al 

.,(2023) 

Deep Learning-based 

IDS using a 4-layer 

fully connected 

network. 

Simulated and real IoT 

intrusion data. 

Real-time detection, high 

accuracy, reliable on multiple 

attack types, easy deployment. 

Potential resource 

constraints on IoT 

devices; 

generalization to 

unseen attacks not 

discussed. 
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Butt et al ., 

(2023) 

Cloud-based system 

using ML and deep 

learning (e.g., SVM/RF 

+ CNN/LSTM) for 

phishing detection and 

scalable deployment. 

Phishing & benign 

emails/URLs 

(hosted/processed in 

cloud). 

Scalable real-time detection; 

centralised updates and model 

deployment. 

Privacy and latency 

concerns; higher 

infrastructure cost; 

reliance on cloud 

availability. 

Asiri et al., (2023) Feature selection is 

performed using 

SSOPSO, while attack 

classification is 

conducted with stacked 

SBiGRU. 

Benchmark Dataset. Enhances IoT attack detection 

via DL on selected features. 

Computationally 

intensive and dataset 

unspecified. 

 

Psychogyios et al 

.,(2024) 

Convert IDS data to 

time series and use 

CNN and LSTM and  

Attention for attack 

prediction. 

Classic IDS dataset 

(converted to time series 

format). 

Proactive detection, high F1 

and AUC scores, ∼8% 

improvement over LSTM. 

Computationally 

intensive, relies on 

quality of time series 

conversion, complex 

architecture 

Asiri et al ., 

(2024) 

BiLSTM and attention 

for URL classification; 

browser extension & 

Docker for URL 

extraction 

Phishing & benign URLs 

(TinyURL, BiTB, regular 

phishing). 

High accuracy (~99%). Complex setup; 

higher computational 

cost. 

Dalal et al.,  (2025) Hybrid IDS using 

Bayesian Probit 

Regression for 

classification and Grey 

Wolf Optimizer for 

feature selection. 

NSL-KDD and UNSW-

NB15 

High accuracy, fast detection, 

efficient feature reduction, real-

time capable. 

Benchmark-only 

testing, sensitive to 

parameter tuning, 

may need high 

computational 

resources. 

Zaman et al., 

(2025)  

Deep Cyber-IDS using 

CNN, GRU, and LSTM 

to learn from raw 

network traffic without 

manual feature 

engineering. 

NSL-KDD, UNSW-

NB15, SmartGrid 

High accuracy, perfect 

precision/recall on some 

datasets, real-time capable, 

adaptable to evolving threats. 

Only benchmark-

tested, processing can 

be up to 53s, may 

need high 

computational 

resources. 

 

 

 

5. AI-DRIVEN INTRUSION DETECTION SYSTEMS (IDS) 

The theoretical framework for AI-driven Intrusion Detection Systems (IDS) is grounded in principles 

from both machine learning and cyber-security domains [53] [54].At its core, the framework relies on the 

following key components: 

 Machine Learning Algorithms: AI-driven IDS employ techniques such as neural networks, decision 

trees, support vector machines, and clustering to accurately distinguish between normal and malicious 

network activities. 

 Feature Extraction and Selection The raw network data is converted to useful features and the most 

valuable ones are selected in order to create fewer dimensions and less computation cost with the least 

detection loss. 
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 Anomaly Detection: These are the statistical analysis, unsupervised learning and clustering of the 

system which are used to detect the potential intrusion by detecting the variations of the established 

patterns of normal functioning in the system. 

 Ensemble Learning: The methods of bagging, boosting and stacking are applied to obtain robustness, 

reduce overfitting, and enhance the overall detection. 

 Real-Time Adaptation and Feedback Loop: The system will be online learning the system as it will be 

updating its model online which will make the system dynamism in the process of reacting to emerging 

threats and the change in attack patterns. 

 Cyber Threat Intelligence Integration: External threat intelligence feeds are crucial to provide context 

about known threats, malware signatures, and indicators of compromise to enhance the prioritization 

and detection capabilities of alerts.  

 Model Interpretability and Explainability: Transparency is ensured through techniques such as the 

feature importance analysis and model visualization that enable the security practitioners to 

comprehend and trust system. 

 

 

 
 

Figure 5. The architecture of AI based IDS [55] 

 

6.COMPARATIVE ANALYSIS 

AI-driven IDS are evaluated against traditional solutions based on [56] [57] : 

 Detection Accuracy: Capacity to detect threats at reduced false positives and false negatives.  

 Scalability: Scaling to high network traffic and distributed systems. 

 Adaptability: Real-time detecting of the emergent threats and revising of strategies.  

 Response Time: Rapidity of threat detection/response. 

 Strong integrity: Vulnerability to evasion methodology and adversarial attacks.  

 Cost-Effectiveness: Trade-off between implementation and maintenance cost and security. 

 Usability: Convenience of configuration, administration, and monitoring.  

 Compliance: The data privacy and regulatory standards. This assessment assists organizations in 

selecting the best IDS solutions that support their security and operation requirements. 

 

7. LIMITATIONS & DRAWBACKS 

Despite their advantages, AI-driven Intrusion Detection Systems (IDS) face several challenges [58] 

[59] 

 Data Dependency: Performance relies on large, high-quality labeled datasets, which are difficult to 

obtain, especially for rare or novel threats. 

 Overfitting: Models may memorize training data rather than generalizing, leading to reduced accuracy 

on unseen traffic and higher false positives. 

 Adversarial Attacks: IDS are vulnerable to carefully crafted inputs designed to evade detection or 

trigger false alarms. 

 Model Interpretability: Complex models often lack transparency, making it difficult for analysts to trust 

and validate decisions. 

 Resource Intensiveness: Training and deployment require significant computational power, storage, 

and skilled personnel, challenging organizations with limited resources. 

 Maintenance and Updates: Continuous retraining and tuning are necessary to adapt to evolving threats; 

neglect can degrade performance. 

 Ethical and Legal Concerns: Data privacy, bias, and accountability issues may arise, particularly when 

handling sensitive information. 
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 Single Point of Failure: Relying solely on AI-driven IDS can leave networks vulnerable if the system 

fails, necessitating complementary security measures. 

Addressing these limitations requires robust data management, adversarial defenses, interpretability 

techniques, and ongoing monitoring to ensure the IDS remains effective and reliable. 

 

8. Conclusion  

The new generation of cyber-attacks has rendered traditional Intrusion Detection Systems (IDS) 

obsolete, emphasizing that security solutions must be intelligent and dynamic rather than simplistic. This paper 

has shown that Artificial Intelligence (AI) can help the work of IDS in a great way to improve the process of 

progressive machine learning to monitor and respond to attacks within several seconds. The known and the 

unknown attacks will be recognized more effectively in the case of the AI-based IDS, the false alarms will be 

reduced, and the changing nature of the attacks will also be adapted successfully. However, it is not that simple, 

as huge data are being trusted, adversarial attacks are subject to attack, and clearer and explicatory models are 

demanded. To make these systems more dependable, comprehensible, and safe, it should be done with 

continuous research and development. However, AI-based IDS may be viewed as a desirable initiative to 

increase the safety of the network. The modern globalized world could also apply artificial intelligence to help 

establish more stable and adaptable security systems that would be able to protect sensitive information and 

digital backbones with the further collaboration of researchers, businesses, and governments. 
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