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Network Security

Intrusion Detection System is a security system that serves as a shield to the
infrastructure in place. Over the years, IDS technology has expanded
significantly in order to meet the demands of new computer crime. Starting
from the middle of the eighties to the current century, efforts have been
made to improve its ability to identify attacks without compromising the
performance of the network. This paper proposes a new method for a misuse
IDS model based on RNA encoding and Frequent Pattern Mining for
improving pattern extraction and classification, where Frequent Pattern
Mining can deal with large amounts of data, therefore fast extractions of
patterns and can detect intrusion in real-time. In this work, the characteristic
patterns related to the malicious activity are identified using the
CICIDS2017 dataset containing different types of network attacks. The
proposed system comprises four stages: Data Selection and Preprocessing,

Misuse Detection RNA encoding, Frequent Pattern Mining and lastly classification. The
experiments showed that the proposed IDS model has high accuracy and
lower computational complexity as well as better scalability to be applied to

real-time network intrusion detection.
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1. INTRODUCTION

The Internet is considered an essential part of our life and one of the most important tools. It occurs in
human life in most fields, including business, education, and entertainment. In other words, when technology
progresses, usage of the network prevails in any sphere of our existence. With this usage of the network, let to get
the dangers of an attack on the network [1]. Computer network security has emerged as one of the greatest
challenges of the recent past. One of the most effective security measures is the use of a security system in a
network. Out of the two Firewall is one of the mechanisms used. Still, it is not very effective in protecting the
network from attacks since the firewall is only capable of identifying attacks that originate from outside the network.
More so, in the last couple of years, the rate of attacks related to networks has rampantly risen [2 - 3]. Consequently,
as people are looking for an Intrusion detection system (IDS), an alternative security method, there has been
growing interest among researchers. Intrusion detection is the practice of observing a computer system or a network
with the intention of identifying unauthorized use or improper usage of resources in the system. IDs intend to
identify such action and then take appropriate action to prevent additional loss or data surrender [4]. The most
common IDS technologies, methodologies and approaches in the literature are given in Figure 1 [5].
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Figure 1. IDS Classification

Different types of IDS techniques have been described in the security context literature. Gama et al. [6]
built a new method to enhance IDS in drone communications by simulating real network traffic, where this method
is based on the Recurrent Neural Network and Long Short-Term Memory Network. A novel intelligent system is
proposed by [7] based on feature selection with Rough set theory and the Bayes theorem, where the suggested
feature selection method is done by computing the core features and grouping them using estimated probability. A
new detection method in real-time by using the least squares method and conditional entropy is proposed [8], where
two functions enhance the penalty term of least squares. Meanwhile, Thakur et al. [9] suggested a new model for
selection features. Then, they utilized the deep learning method for classification, where the data points are from two
different distributions - one generic to all network intrusions and the other specific to the domain. An anomaly IDS
is suggested [10], where this system is bone by utilizing RNA encoding and the ResNet50 Model. The encoding is
done by dividing records into groups, and RNA characters represent every group; then, the ResNet architecture
addresses training challenges. A lightweight architecture for IDS is proposed [11], where this architecture is based
on Parallel Deep Auto-Encoder to utilise local and surrounding information in the feature vector, where this method
is evaluated based on KDDCup99, CICIDS2017, and UNSW-NB15 datasets. A novel class imbalance processing
method for a large-scale dataset is suggested [12]. The proposed method is done by combining the Synthetic
Minority Over-Sampling Technique and Gaussian Mixture Model, where IDS integrates imbalanced class
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processing with a convolutional neural network, and this model is verified based on the UNSW-NB15 and
CICIDS2017 datasets.

A novel IDS method using a convolutional neural network and gated recurrent unit in 10T is presented [13],
where this model can capture intricate features and learn relational aspects crucial to 10T security. Algahtani [14]
proposed an active IDS based on a Deep Convolutional Neural Network to protect information from intrusion using
a Pascal triangle, where this method consists of five convolutional layers. The performance evaluation of this
method is done based on the CICIDS2018 dataset. A novel IDS method with information encryption is suggested by
[15], where this system is applied to detect intrusion and protect information from intruders. This method has three
phases: Intrusion identification using hybrid machine learning and deep learning method, advanced deep learning
method for attack detection, and advanced encryption model to secure the information.

A distributed federated IDS method is presented by [16], where the suggested method uses the labelled data
information as the prior knowledge to detect new attacks and uses the blockchain method for the federated learning
process for the consensus all framework. Qi et al. [17] proposed a novel IDS based on quantum particle swarm
optimization and extreme learning machine, and this method starts by suggesting a feature selection method based
on partitioned gains, where the achieved results showed that the proposed system has achieved speed detection time
and high accuracy. A new features selection method is presented for IDS [18], this method is done based on three
steps. The first step of this method is extracting the keys and their positions, then selecting the features using the
extracted key positions, and finally, classifying records as normal or an attack. A new online learning method for
IDS is presented [19], where the proposed method learns and practices to work within an online environment, the
random forest algorithm used to train samples by inserting a new tree to train.

2. METHOD

In this study, a new misuse IDS is presented which incorporates RNA encoding as well as FPM to improve
the detection of network intrusions. This approach employs the CICIDS2017 dataset, which is well recognized for
its inclusion of current and modern attack types. The proposed method consists of four steps and these steps are
illustrated in Figure 2.

Step 1: Data selection

and preprocessing

Figure 2. The proposed IDS method steps

2.1 Data Selection and Preprocessing

The CICIDS2017 dataset is selected for this research because it covers not only DDoS and DoS attacks,
FTP-Patator, and Web Attacks among others. Such diversity guarantees the model’s efficiency as an answer to
different intrusion schemes. To enhance fairness and achieve a balanced set of attack and benign traffic, a random
sample from the dataset is selected. As for the chosen dataset, 70% of the data are used for model training, while the
remaining 30% is used for testing.
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2.2 RNA Encoding

RNA encoding is employed on the dataset to convert the numerical attribute values into RNA sequences
that can be used in pattern extraction. Two RNA characters represent every attribute, and it is shown that all values
in the dataset can be represented in such a way. This encoding is useful for the subsequent steps of pattern
recognition because the RNA sequences distinguish the most frequently occurring patterns and sequences associated
with network attacks.

2.3 Frequent Pattern Mining Using FPM

For extracting the patterns, related to each type of attack, Frequent Pattern Mining (FPM) methods are
used. FPM observes periodicity in the RNA-encoded sequence and finds periodicity measures that characterize
attack traffic from normal traffic. In this study, the FP-Growth algorithm is adopted due to its ability to cope with
large databases and the disadvantage of having to generate candidates, as in the case of the Apriori algorithm. FP-
Growth results in a condensed form of the data known as an FP-tree and extracts patterns of a given size, in this
case, sequences of six RNA characters.

The nature of the relationships that FPM helps to discover, based on frequent patterns specific to each type
of attack, enables the identification of meaningful associations that define malicious activity. These patterns are then
analyzed to decide the relative frequency at which they appear in attack traffic and this forms the basis of
classification. The frequency and relevancy of the patterns are high in order to employ them for the identification of
these patterns in the testing data.

2.3.1 Frequent Pattern Mining Steps for Pattern Extraction
1. Data Preparation:

o First, need to prepare the used dataset, which in this research is RNA-encoded, where all features from
network traffic are in a proper format. The encoding process has made numerical values to RNA
sequences which can be considered as categorical data in FPM.

e This step may also involve data sampling so that only such features with high variability within the
data set are used in subsequent steps with an assumption that they are regularly involved in attacks.

2. Pattern Mining Algorithms:

e Apriori Algorithm: This algorithm is useful for the mining of frequent item sets (sets of feature-value
pairs that are frequently conjoint) using the approach of extension of frequent subsets. For instance, in
DDoS attacks, if specific features are encoded in RNA, Apriori will recognize these as frequent
patterns because they are always associated.

e FP-Growth Algorithm: This is more efficient than the Apriori technique since the various candidate
sets are not generated, but instead a data structure referred to as an FP-tree is used. FP-Growth reduces
the data and discovers frequent patterns without the need for candidate generation, which is beneficial
for large datasets such as CICIDS2017.

3. Sequence Pattern Mining:

o If IDS has to detect sequential behaviours (as many attacks are), then you can use techniques such as
Sequential Pattern Mining, which includes Prefix Span. This approach is for finding the most often
repeated sub-sequences in the traffic data encoded by RNA, and that is why it is good for detecting
multiple-stage attacks, including APTs that consist of a set of different actions.

e You can concentrate on consecutive RNA sequences that relate to specific sorts of attacks. Thus, it will
enable IDS to identify not only the sort of attacks but also the process of attack.
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4. Pattern Filtering and Ranking:

e  After identifying frequent patterns, the results need to be refined to eliminate patterns that are common
to both normal and attack traffic, as they are unlikely to help in identifying threats.

e Then, it is able to sort and rank the extracted patterns using support, which is the number of times a
pattern has been extracted and confidence, which is the probability of an attack given a pattern. High
confidence patterns are good to use for detection because they show a high correlation with attack
traffic.

2.4 Classification Based on Frequent Patterns

After the extraction of the frequent patterns, the frequent patterns are used for the classification of the
testing subset. Each record within the test data is then analyzed for the occurrence of such frequent patterns in the
RNA-encoded sequence. That is why if the sequence contains patterns connected with a definite type of attack, it is
considered to be an intrusion. Otherwise, it is benign. This classification approach uses the frequent patterns that are
obtained from the training phase, through which the IDS is able to quickly detect known attack behaviours using
RNA sequences.

3. RESULTS AND DISCUSSION

A new IDS model is implemented based on frequent pattern mining, where the validation was carried out
by using the CICIDS2017 dataset, with assessment criteria being the detection rate, the false positive rate, and the
accuracy. Where the obtained DR results for different attack types that appear within the used dataset are shown in
Table 1 and Figure 2.

Table 1. Obtained DR results for different attack types

Attack name Detection Rate
Bot 99
DDoS 82
DoS GoldenEye 99
DoS Hulk 99
DoS Slownhttptest 82
DosS slowloris 71
FTP-Patator 99
Heartbleed 100
Infiltration 88
PortScan 66
SSH-Patator 94
Brute Force 73
Sql Injection 91
XSS 72
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Figure 3. Obtained DR results for different attack types
From Table 1 and Figure 3, the achieved DR results for different attack types are high, where the highest
achieved DR result is equal to 100% for Heartbleed. At the same time, the obtained DR, FAR, and accuracy are
shown in Table 2 and Figure 4.

Table 2. Achieved results based on the proposed IDS method

IDS Method Results

Detection Rate 87.3%

False alarm rate 10.1%

Accuracy 88.6%
100
80
60
40
20
0
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Figure 4. Achieved results based on the proposed IDS method
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As shown in Table 2 and Fig. 3, the achieved DR, FAR, and accuracy results are equal to 87.3%, 10.1%,
and 88.6% respectively.

4.  CONCLUSION

This work presents a new misuse IDS by using RNA encoding and Frequent Pattern Mining to identify
network attacks. Where the proposed method is applied based on the CICIDS2017 dataset to detect frequent patterns
specific to malicious traffic. The results prove that FPM achieved a high detection rate result, and the ability to be
applied in real-time making FPM a feasible solution for detecting multiple threats in a network. For future work, this
system can train to use in real time for detecting new threats. Also can used FPM with other data mining methods,
such as association rule mining or clustering, that may help to analyse more complicated attack behaviours.
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